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motivation : too much data

e |log analysis :
- lots of data
- hard to search/visualize
- very few labeled records

e but
— easy to cluster/classify
— interesting clusters have high density linkage
- lots of similar records



motivation: lots of log data
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HTTF HTTE/1.1 200 OK[Unreassembled Packet]
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P Frame 1 (112 bytes on wire, 112 bytes captured) i

b Raw packet data

b Internet Protocol, Src addr: 192.162.101.2 (192.162.101.2),

=

[

1 182.168.1.40 (192.168.1.40)

User Datagram Protocol, Src Port: domain 1), Dst Port:

Domain Mame System (response) =
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cO ag 01 28 35 80 03
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&f 6f 74 65 75 0z 6a 70O
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Ethereal : Filter

bt © ulogd.znb0.pcap - Ethereal
File Edit Wiew Go Capture Analyze Statistics Help
E= ® Q
@E er:| i Expressio
MNo. . Time 1on ‘rotocol
1 ©.000000 192.168.1.60 192.168.7.2 ICMP
2 1.000017 192.168.1.60 192.168.7.2 ICMP
3 1.9998953 192.168.1.60 192.168.7.2 ICMP
4 2.9899525 192.168.1.60 192.168.7.2 ICMP
= 2 Gooall 197 18 1 AN 192 18R 7 2 TFMD

e Filter in Ethereal :
- if we would know what to look for....
— similar records do not necessarily match boolean logic
— filters get too long

- one at a time, loses big picture
e difficult browsing



% TreeView

=¥

Eile Edit Template

[_1339] Snart portscan alerts

+- [11351 dst_part: 445 src_ip: [55]  dst_ip: [75]

+ [0l dst_park: 80 src_jp: [8]  dst_ip: [30]

+ [26] dst_pork: 21 src_ip: 50.141.141.173  dst_jp: [11]

+ [z221 dst_pork: 4399 src_jp: 218,103,195, 242 dsk_ip: [22]

+ [2o1 dst_pork: 4000 src_ip: [2]  dst_ip: [8]

+ [15] dst_port: 139 sro_jp: 129.170.125.243  dsk_ip: [3]

+ [15] dst_port: 443 src_jpr 211.5.239.5  dst_ip: [9]

+ [121 dst_port: 1524 src_jp: 192.139.15.34  dst_ip: [12]

+ [21 dst_port: 1 sro_jps 209.15.84.72  dst_jp: [9]

+ [21 dst_port: 8000 src_jp: 194.208.40,120  dskt_jp: [2]

+ [21 dst_port: 1080 src_jp: 194.208.40.120  dsk_ip: [2]

+ [21 dst_port: 3128 src_jp: 194.208.40.120  dsk_ip: [2]

+ [21 dst_port: 100 src_jp: 194.208.40.120  dsk_jp: [2]

= [31 dst_port: 8080 src_jp: 194.208.40.120  dsk_jp: [2]
- [3] src_jp: 194,203.40.120  dsk_ip: [2]

|.C'.|:|r 15 19:54:10 annon snort: 194,205, 40,120 4743 -= 128

Atkributes
Field # | Malue
_day 15
_rninuke o4
bvpe SHM
_manth Apr
[oghosk annon
_hour 19
_line Apr 15 19:54:10 annon snork: 194, 205.40....
dst_port 3080
src_jp 194,208.40.120
sr_pork 4743
HEIQS ******5*
pragran snork
dst_ip 129,170,166,39
_second 10

Apr 15 19:55:00 annon snork: 194,205,40.120 4914 - 12¢
Apr 15 19:55:06 annon snork: 194,205,40.120 4914 - 12¢




data organization : trees

® good tree :
— small branching factor

— anomalies grouped together
80 445 — branches are different

— easy browsing
@ — able to use feedback

4.40.45.234 12.216.250.231
24.143.11.236

ssh ftp http

80




rom table to tree

destip
192.168.1.1 - 192.168.10.100

ogd.znb0.pcap - Ethereal dst port

File Edit \iew Go Capture Analyze §talis[l\s Help 1-8100

PR xRS Re>»NTFL QAR #D
.@Eﬂter:l

Saurce Destination

. 000017 . =l 192.168.
. 998953 . S 192.168.
- 999925 2. -1. 1592.168.
9959911 . H. 1. 192.168.
082445 52, -l. 192.168.
999888 .168.1. 192.168.
. 082304 . ol 192.168.
. 999866 192.168.1.60 192.168.
. 082219 192.168.1. 192.168.
. 995844 152.168.1.60 192.168.
082132 192.168.1. 192.168.
. 990822 152.168.1.60 192.168.

(ping) request
(ping) request
(ping) request
[ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(prnal reauest

¥ LI T S S B I T ]
WO s U s ] =] B
KRR MM R

~ U
LI VI N S I Y]

¥
(24 byf§es on wire, 84 bytes captured)

Raw packet da
Internet Protdcol, Src Addr: 192.168.1.60 (192.16B8.1.580), Dst Addr: 192.168.7.2 (192.168.7.2)
Internet Contffol Message Protocol

joooo 45 0o 0o o0 00 40 00 3f 01 bz
0010 cO a8 O7f02 08 00 96 Se 88 03 01
0020 49 20 offo0 08 09 0a Ob Oc Od Ce
0030 14 15 19 17 18 19 1la 1b 1c 1d 1le

[ File: ulogd.znbopcap 8614 KB 04:25:28 {P: 60543 D: 60543 M: O

=06.00

.

src ip
192.168.1.1 - 192.168.255.255




iInformation theory

H(X,Y) = HX)+ H(Y)-I(X,Y):
= H(X)+ H(Y|X)
HY|X) = H(X,Y)-H(X)=
= H(Y)-I(X,Y)
I(X,Y) H(X,Y) - H(X|Y) - HYI|X)

H(X)— H(Y|X)




iInformation theory

H= 6.006

|H|||IHIII||.

number of hits
=2 o B K B 8

HCX.Y) = 6.039




iInformation theory
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iInformation theory

number of hits
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H(YIX)=2.216

' Pick me!

number of hits .

number of hits

H(YIX)=0.30 "




Jensen-Shannon divergence

mn mn
JS(D1,...,Dp) = H( ]Elkak) — kz_:lpkH(Dk)

e measures (dis)similarity between several distributions
e almost a distance

e represents information reduction from encoding the
distributions together rather than separately

e zero iff all distributions are identical
e better analytical properties than relative entropy



JS divergence for tree

Fl

e measures dissimmilarities
between tree branches

e bar on top of each node
indicates the number of
records and their class
labels(unknown)




iInformation bottleneck

e [Tishby, Pereira, Bialek]
-~ X is the set of objects to be clustered/compressed
- Y = relevant feature(s)
— find cluster C to achieve
argmin I(X;C) — BI(Y;C)
C




information bottleneck and JS

e information bottleneck formula

argmin I(X;C) — BI(Y;C)
C

e applied with JS divergence

Fy = argmin H(F;) — (8- JSm,(Ry,... ,R‘Fﬂ),
{F5|H(F;)7#0}



semi-supervised

e | —=set of labels provided by the user
- Only a tiny percentage of records will be marked either way.
-~ Not all copies of identical records (or very similar) records will
be marked

e all quantities of interest become conditionals of L:

H(F|L) = H(F)-I(F;L)

JSm(R1, ..., Rig||L) = JSm(Ri,...,RiE))
B Bl
— (I(R;L)- Y ptI(Ry: L))
k=1



semi-supervised

) = argmin H(F;|L)—06-JSr;,(R1,. .., R|F;:||L),
{F;|H(F;)70}

i
protocol
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Table 1. Performance with 5% of labeling

MDL(ID3) MDLUJSV) Er(ID3) Err(JVS)
436 422 0.30 0.23
BAND 359 343 0.29 0.39
707 699 0.18 0.17
1612 1648 0.68 0.52
381 221 0.22 0.14
MONK 284 284 0.32 0.32
663 595 0.33 0.25
119 47 0.12 0.04

Table 2. Performance with 10% of labeling

MDL(ID3) MDLJSV) Er(ID3) Err(JVS)

431 422 0.30 0.29

BAND 346 348 0.28 0.35
630 703 0.13 0.18

1596 1638 0.60 0.53

206 221 0.14 0.14

MONK 284 284 0.32 0.32
521 589 0.29 0.24

47 47 0.04 0.04




e kerf.cs.dartmouth.edu

Fle Edit View Go Capture Analyze Stafistics Help

EEHx®RE Qes»0F I @ Q @ [ o M B X
ﬂ 4 Expressicn...| l}gg\.glear‘ of &pply|

No. . Time Source Destination Protocol | HwAddr
192.168.2.3 195.138.145.122
2 0.031164 192.168.2.3 105.138.145.122 UuDp 00:11:50:38:81:70
3 0.061035 192.168.2.3 195.138.145.122 UDP 00:11:50:38:81:70
4 0.072645 195.138.145.122 192 _.168.2.3 UDP 00:0d:60:76:d9:ce
C N NAonanT 1NnCcC 120 1aAC 100 1a0n 1900 7 D TIMT nn.n.:.c'n."..r.c"‘...fn..".
~  [18944/9] Min Entropy Tree Ranges Template! Messages |

b [18335/17] packetlist.protocol UDP Field name |Etherea| formula | Unique values‘ Entropy ¥ |Values summary

_ tep.flags.cwr 1 0.000000 0. ... = Congestion Window Reduced (CWR): |

Bo[448/2] tep.analysis.zero_window #undef

ip.checksum_bad 1 0.000000 Bad: False
Bo[141] tep.analysis.zero_window Zero Window ip.hdr_len 1 0.000000 20
P P A ip.flags.rb 1 0.000000  0... = Reserved bit: Not set
b [51/3] packetlist.protocol DNS  tcp.flags.ecn 1 0.000000 .0...... = ECN-Echo: Not set
B [26/2] packetlist.protocal ARP . 4] | i
[> . i 14 . _ daaasaa |-A L : _ : 1
[16/2] packetist.peatacol HETR Value | Count J Field name I Cond. entropy J Field 1 name | Field 2 name Col
b7 ketlist.protocol S5Lv2
i PR R e e 8 #undef 18043 iRt 0.000000 #undef #undef 189
B [5/2 ketlist.protocol AIM Buddylist
G e i Ra ik Zero Window 1 | imagejfif. Xthumbnail 0.001072 | #Fundef TCP Sack Option: True 2
Bo[11 ketlist.protocal AlM i :
ZE e e i image-fif. Ythumbnail 0.001072 { Zero Window #undef 1
tcp.options.sack 0.001072
tcp.options.sack_re 0.001072
image-ifif. marker 0.001072 ﬂ |
o 1 5] o000 00 11 50 38 81 70 00 0d 60 76 d9 ce 08 00 45 OO0 ..P8.p.. v....E.

] File: "/home/stefan/ethereal/data/datal" 5464 KB 00:04:47 | P: 18944 D: 18944 M: 0







