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Intelligence organizations face the daunting task of collecting all relevant pieces
of information and to draw conclusions about potential threats in a timely man-
ner. Typical information sources range from news tickers, financial transaction
logs and message logs to satellite images and speech recordings. This wealth of
data is continuously updated and arrives in high-speed data streams; it needs
to be analyzed both in real-time (e.g., to estimate the importance of the in-
formation and to generate early threat alerts) and offline by sophisticated data
mining tools. This work focuses on the real-time aspects of processing these mas-
sive streams of intelligence data. We also show how real-time and data mining
components can interact effectively.

Current database and data warehousing technology supports expressive
queries, but is not designed for real-time processing of data streams [1]. At
the other end of the spectrum are publish/subscribe (pub/sub) systems. They
can support very high throughput even for millions of active subscriptions [2],
but have only limited query languages. It is not possible to search for patterns
involving multiple incoming messages and across streams.
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Fig. 1. Cornell Knowledge Broker
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Fig. 2. Throughput vs. number of active
monitoring queries

We are building the Cornell Knowledge Broker (CKB), a system for process-
ing high-speed streams of intelligence data. The architecture of the CKB provides
a unique combination of new technology for data stream processing, data min-
ing, and privacy/access control (see Figure 1). The Subscription Matcher (SM)
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component lies at the heart of the CKB.1 The SM module manages expressive
monitoring queries, which are continuously evaluated for all incoming messages.
As soon as a relevant pattern is detected, it generates an alert message, which
in turn is either processed by another query or directly forwarded to an analyst.
We have developed a powerful query language, which enables analysts to search
for complex patterns in the incoming data.

Let us illustrate the functionality of the SM module through one example
query: “Notify me whenever Alice passes sensitive information to Bob, either
directly or through several intermediate parties”. The SM module monitors all
incoming messages, building up internal data structures that capture the rele-
vant network of information flow. As soon as a path with sensitive information
flow between Alice and Bob has been established, an analyst is notified. The
sensitivity of a message could be determined based on simple keywords or by
using a sophisticated text classification approach [4]. Note that it is easy to see
through this query that the expressiveness of the SM module goes far beyond
the simple predicate filtering of current pub/sub technology. The SM module
also supports queries that can search for patterns like a sequence of phenomena
that indicate the outbreak of an epidemic and many others.

We have built a running prototype of the SM module, which can effectively
interact with text analysis modules. The system has an easy-to-learn user inter-
face, enabling users to formulate sophisticated monitoring queries in a high-level
language. Our system automatically detects and exploits commonalities between
different monitoring queries. Figure 2 shows the throughput (number of relevant
events or messages per second) with varying number of concurrently active mon-
itoring queries. Notice the logarithmic scale of the y-axis. The MQO curve is for
our system, while “no MQO” is for a traditional implementation where the query
functionality is located in an application server.
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1 The functionality of the other components is indicated by their names, details can
be found in our previous work [3].


