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Outline
• Privacy attacks in LLM
– Extraction of training data
– Memorization
– Case study on GPT-2 memorization

• Universal and transferable attacks on aligned LLMs 
– Generate objectionable content that can transfer across models
– Bypass alignment techniques 
– Greedy gradient descent method to attack instruction tuning 
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Extracting Training Data from Large Language 
Models
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How Large are LLMs? 
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GPT Training 

• Decoder useful for generating text (sample from tokens of max likelihood)
• Radford et al. Improving Language Understanding by Generative Pre-Training 

Unsupervised 
training

Supervised 
fine tuning

5



Autoregressive Language Models
• Training objective

• Generating text
• Randomized: Sample 

token from distribution
• Deterministic: The most 

probable token
• Top-n: Sample from top-n 

likelihood

Max log likelihood
Min loss function
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GPT-2 Details
● Trained for next word prediction objective
● Autoregressive: Generates one token at a time and 

learns probability distribution of next word 
● Context size: 512-1024 tokens
● Vocabulary size: 50K
● Trained on 40 GB of text data scraped from the 

Internet by following outbound Reddit links
● Data deduplicated at document level
● Several model sizes

o Small: 117 million parameters
o Medium: 345 million parameters
o XL: 1.5 billion parameters
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What if models leak their training data?

Does this actually 
happen?
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• Before this paper, training data 
leakage was shown on simple 
LSTM models

• This is the first paper looking at 
leakage for transformer LLMs



YES. This actually happens!

random input

OpenAI’s language model 
trained on text from 8 million 
web pages

someone’s contact information 
output by the model 
(redacted for privacy)
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What is Memorization?

Memorized data has 2 properties:
1. Can be extracted by prompting the model
2. It is rare: It appears in at most k training examples
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Threat Model

• Adversarial Capabilities
– Access to prompt the LLM and obtain next word prediction
– No knowledge of model parameters (black-box)

• Adversarial Objectives
– Extract memorized training data indiscriminately 
– Not a targeted attack aiming to extract specific content 

• Choice of model
– GPT-2: Model and training data are public, to avoid ethical concerns
– But attack is applicable to any other LLM (e.g., GPT-3 or GPT-4)
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Methodology

1. Generate lots of text by prompting the model
(Black-box access to the model is enough!)

2. Filter text with a membership inference attack
(retain text where the model is highly confident – has low loss)

Start with baseline methodology for both steps, evaluate where it fails, and improve in 
next design
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Initial Training Data Extraction Attack

Rank samples by lowest perplexity: Equivalent to 
highest (log) likelihood
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Results
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Improvements

• Solutions
– Sample with decaying temperature to generate more diverse content

– Select prefixes from Common Crawl (crawled from the Internet and 
more similar to GPT-2 training set)

softmax 𝑧! =
𝑒"!/$

∑% 𝑒
""/$

• Challenges
– Sampling scheme produces low diversity of outputs
– Initial membership inference has large false positives (high likelihood 

of repetitive sequences)  
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Calibrated Membership Inference

Normalize perplexity with respect to second reference LM / zlib compression
Look for samples that have low perplexity in target model, but high perplexity in 
reference model (can use the ratio of perplexities as test statistic)
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Samples Selected and Memorized
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Experimental Setup

• 6 different metrics for normalizing perplexity
• Manual verification of memorization
• Final confirmation with OpenAI co-authors
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Results

PII Information

Identify 604 unique 
memorized training 
examples from 1800 
selected candidates
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Results

Random Strings
k=1 eidetic memorization

Interesting findings:
• 46 names, 32 contact info
• 50 URLs that resolve to live pages
• 31 snippets of code
• Content removed from the web
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What Impacts Memorization?

1. Does number of 
occurrences of data in 
training set influence 
memorization?

2. Do larger models 
memorize more or 
less?

1/2: additional context in 
prompt and perform 
beam search 
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Follow-Up Work
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Potential Mitigations

• Train with Differential Privacy
– Techniques not yet scalable for large LLMs
– Lower accuracy as DP cannot capture tails of distribution

• Curate training data
– Identify and remove PII, copyright information
– Will never be perfect

• Fine-tune the LLMs on task of interest 
– Filter memorized content in downstream applications 

•  Auditing LLMs for memorization 
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Insights
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Strengths

• First data extraction attack on LLMs 
• Simple methodology to mount attack 
• Realistic threat model (prompt LLM)
• Identified large number (> 600) memorized training samples
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Limitations

• Manual work for verifying memorized content
• Difficult to replicate results 
• Definition of memorization might need refinement
– How to capture context? 
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Outline
• Privacy attacks in LLM
– Extraction of training data
– Memorization
– Case study on GPT-2 memorization

• Universal and transferable attacks on aligned LLMs 
– Generate objectionable content that can transfer across models
– Bypass alignment techniques 
– Greedy gradient descent method to attack instruction tuning 
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Training Chatbots
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LLM Alignment

InstructGPT
Start with pre-trained LLM model (e.g., GPT-3)
1. Collect prompt data and train supervised policy

− Human labelers generate prompts from distribution
− Fine-tune pretrained model

2. Collect comparison data, and train a reward model
− Labelers compare different outputs, and indicate preference
− Train reward model

3. Optimize a policy against the reward model using PPO
− Train PPO policy to maximize reward
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Can We Make LLMs Evade Alignment?

Chatbots trained to not respond with harmful content when asked directly 
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Adversarial Suffixes
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Threat Model

• Adversarial Capabilities
– Access to prompt the LLM and obtain next word prediction
– No knowledge of model parameters (black-box)

• Adversarial Objectives
– Generate automatic prompt to maximize the probability that the model 

produces an affirmative response (rather than refusing to answer)
– Evade alignment with human input 

• Targets
– LLMs (open source): LLaMA-2-Chat, Pythia, Falcon
– Chatbots: ChatGPT, Bard, and Claude
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Methodology

Combine multiple ideas from previous work
1. Initial affirmative response

− Find a suffix so that chatbot response begins with “Sure, here is 
how…”

2. Combined Greedy and gradient-based discrete optimization
− Search for tokens to replace to max likelihood of response 

3. Robust multi-prompt and multi-model attacks
− Optimize for multiple prompts and models
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Step 1: Affirmative Response

• Objective: start the response with a fixed, positive string that 
will more likely make the model respond

• Do not prescribe the entire response

35



Formalizing the Optimization
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Step 2: Greedy Optimization

• Similar to prior work
• Shin et al. AUTOPROMPT: Eliciting Knowledge from Language 

Models with Automatically Generated Prompts
• Difference: Evaluate multiple token substitutions in one pass
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Step 3: Extension to Multiple Prompts / Multiple 
models
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Universal Adversarial Perturbations
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Adversarial Benchmark

• Created new AdvBench benchmark and made public
• Harmful strings: 
– 500 strings, between 3 and 44 tokens 

• Harmful behaviors 
– 500 behaviors formulated as instructions
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Results: 1 Model

White-box: Attack trained on same model
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Results: 1 Model
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Results: Transfer
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Optimize losses over Vicuna-7B and 13B, Guanacos models



Results: Transfer
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Strengths

• Automatic generation of adversarial suffix
• Method seems to be effective at generating harmful content 
• Evaluated on multiple LLMs and chatbots
• Attacks transfer to proprietary models
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Limitations

• Incremental contribution compared to prior work 
• Known technique to perform Greedy optimization 
• Small benchmark for evaluation
• Manual validation for some of the samples
• The adversarial prompt can be filtered (does not respect text 

semantics)
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