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Problem Statement

• Given a trained binary image classifier, can we extract the data on 
which it was trained? 

21. https://www.youtube.com/watch?v=sEsHNEEPegM&t=1s
2. Haim, Niv, et al. "Reconstructing training data from trained neural networks." Advances in Neural Information Processing Systems 35 (2022): 22911-22924.
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Binary Classifier
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Prior Works of Data Reconstruction
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Reconstructing Training Data

• The main idea is to: 
1. Define a loss over the model
2. Minimize the loss w.r.t. the input. 
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2. Haim, Niv, et al. "Reconstructing training data from trained neural networks." Advances in Neural Information Processing Systems 35 (2022): 22911-22924.



Implicit Bias of Gradient Descent

• Implicit bias: 
§ If we train a neural network with binary cross entropy loss, its parameters will 

converge to a stationary point of certain margin-maximization problem.

• Or simply, the learnt parameters will satisfy a set of equations with 
respect to the trained data.
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1. https://www.youtube.com/watch?v=sEsHNEEPegM&t=1s
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Implicit Bias of Gradient Descent

There are many possible directions of !!  that classify the dataset correctly, 

gradient flow converges only to directions that are KKT points of Problem(1)
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Implicit Bias of Gradient Descent

• The model will converge to a solution 
    𝜃∗ which is specified by a set of 
    equations.

• During training, the parameters 𝜃 are
   learnt while the input 𝑥 is fixed.
• During reconstruction, the parameters
   are fixed while inputs 𝑥 are learnt

81. https://www.youtube.com/watch?v=sEsHNEEPegM&t=1s
2. Haim, Niv, et al. "Reconstructing training data from trained neural networks." Advances in Neural Information Processing Systems 35 (2022): 22911-22924.



Reconstructing Training Data - Algorithm

• Input: Trained classifier Φ 𝜃; 𝑥
• Initialize 𝑥" , 𝜆"  at random and
   𝑦" ∈ {−1,1}
• Optimize 𝑥" , 𝜆"  to minimize loss
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𝐿!"#$"  : pixel ∈ [−1, 1] 

1. https://www.youtube.com/watch?v=sEsHNEEPegM&t=1s
2. Haim, Niv, et al. "Reconstructing training data from trained neural networks." Advances in Neural Information Processing Systems 35 (2022): 22911-22924.



Experiments

• Toy 2D dataset
• 3 layers (1000 neurons each)
• 20 training samples
• 100 sampled points
• 𝐿#$"%$  = 0

101. https://www.youtube.com/watch?v=sEsHNEEPegM&t=1s
2. Haim, Niv, et al. "Reconstructing training data from trained neural networks." Advances in Neural Information Processing Systems 35 (2022): 22911-22924.



Experiments

• Setting: Binary Classification
• Datasets: MNIST(Odd vs Even), CIFAR10 (Vehicle vs Animal)
• Model: MLP with 3 layers (d − 1000 − 1000 − 1)
• Trained for 10& epochs with a learning rate of 0.01 and achieved zero 

training error.
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Experiments
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2. Haim, Niv, et al. "Reconstructing training data from trained neural networks." Advances in Neural Information Processing Systems 35 (2022): 22911-22924.



Summary

• Strength:
• Exact dataset reconstruction technique 
• Based on the theory of implicit bias of gradient descent for homogenous 

models.

• Weaknesses:
• Multiple assumptions:

• Model trained to achieve 100% accuracy on training set. 
• Homogenous model

• Experiments on MNIST and CIFAR10 but difficult to extend to large datasets 
and large models.
• Mainly extracts training points close to the margin (support).
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