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Adversarial Machine Learning: 
Taxonomy
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Pang et al. On the Security Risks of AutoML. 
USENIX Security 2023
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Background
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Background
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• Architecture is a stack of cells
• Each cell is a DAG with multiple operations (learned) 



DARTS
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Bilevel optimization

Optimize jointly 
for architecture 
and parameters• Introduce continuous weights on edges 𝛼

• Operation on edge has maximum weight



DARTS
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Problem Statement

• Is AutoML susceptible to various adversarial attacks at training 
and testing time?

• How do AutoML architectures compare to manual 
architectures in terms of robustness?

• How to increase robustness? 
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Threat Model

• Evasion attacks
– White-box: PGD 

• Poisoning availability
– Maximize model loss

• Backdoor poisoning

• Functionality stealing
• Membership inference MI: confidence or label-only
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Datasets / Models
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Evasion Results
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Evasion Results
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Poisoning Results
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Functionality Stealing
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Label-Only Membership Inference
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Why Higher Vulnerability?
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Hypotheses



Loss Smoothness
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Analysis
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Conclusion: More accurate gradients lead to higher vulnerability 
to attacks based on gradients (evasion, poisoning, stealing, MI)



Li et al. Visualizing the Loss Landscape of Neural Nets
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Mitigations
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Mitigation Evaluation
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Summary

• Strengths
– Evaluated 5 different types of attacks 
– Considered 9 AutoML methods and compared against well-known 

baseline architectures on 3 datasets
– Analysis of loss smoothness and gradient variance is interesting

• Limitations
– Mitigations are not effective for all attacks 
– Security of AutoML deserves further investigation 
• Add robustness objectives during training 

• Acknowledgement to the paper authors for their slides 
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