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• Backdoor attacks aim to violate the integrity of the target model

Khaddaj, Alaa, et al. "Rethinking Backdoor Attacks.”, International Conference on Machine Learning (2023).
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§ Given poisoned data 𝑃, clean test data 𝑆!, 
and poisoned test data as 𝜏(𝑆!), 
the goal of the attacker is follows:

i. Backdoor should work. (Effectiveness)

Performance(Poisoned Train Data → Poisoned test data)

Khaddaj, Alaa, et al. "Rethinking Backdoor Attacks.”, International Conference on Machine Learning (2023).
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§ Given poisoned data 𝑃, clean test data 𝑆!, 
and poisoned test data as 𝜏(𝑆!), 
the goal of the attacker is follows:

i. Backdoor should work. (Effectiveness)

Performance(Poisoned Train Data → Poisoned test data) should be large.

𝑃𝑒𝑟𝑓 𝑆" ∪ 𝑃 → 𝜏 𝑆!
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§ Given poisoned data 𝑃, clean test data 𝑆!, 
and poisoned test data as 𝜏(𝑆!), 
the goal of the attacker is follows:

i. Backdoor should work. (Effectiveness)

Performance(Poisoned Train Data → Poisoned test data) should be large.

𝑃𝑒𝑟𝑓 𝑆" ∪ 𝑃 → 𝜏 𝑆!

ii. Model should work. (Imperceptibility)

𝑃𝑒𝑟𝑓 𝑆" ∪ 𝑃 → 𝑆′ ≈ 𝑃𝑒𝑟𝑓 𝑆 → 𝑆′
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§ Given poisoned data 𝑃, clean test data 𝑆!, 
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i. Backdoor should work. (Effectiveness)
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Question: How to detect backdoor attacks?
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Question: How to detect backdoor attacks?
Possible answer in the form of existing works:
§ Latent Separability
§ Structure of the backdoor
§ Effect of the backdoor on model behavior
§ Structure of the clean data
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Question: How to detect backdoor attacks?
Possible answer in the form of existing works:
§ Latent Separability
§ Structure of the backdoor
§ Effect of the backdoor on model behavior
§ Structure of the clean data

They all have certain limitations.
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§ Question: Can we detect backdoor attacks?
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Backdoor Attacks

1111

§ Question: Can we detect backdoor attacks?
§ Problem: Backdoor attacks can look like plausible features. How to 

differentiate between backdoor triggers and features?

Khaddaj, Alaa, et al. "Rethinking Backdoor Attacks.”, International Conference on Machine Learning (2023).
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§ Question: Can we detect backdoor attacks?
§ Problem: Backdoor attacks can look like plausible features. How to 

differentiate between backdoor triggers and features?

§ Solution: Make an assumption about the data.
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§ Question: Can we detect backdoor attacks?
§ Problem: Backdoor attacks can look like plausible features. How to 

differentiate between backdoor triggers and features?

§ Solution: Make an assumption about the data.

Assumption 1: Backdoor trigger is the strongest feature in the dataset.

Khaddaj, Alaa, et al. "Rethinking Backdoor Attacks.”, International Conference on Machine Learning (2023).
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§ Problem: What is feature strength and how do we measure it?
§ Solution: Feature strength is related to its predictive capability. 

A feature is “strong” if adding a single example containing that 
feature to the training set significantly changes the model.

The strength of a feature 𝜙:

Khaddaj, Alaa, et al. "Rethinking Backdoor Attacks.”, International Conference on Machine Learning (2023).
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§ 𝑔* is essentially measuring the performance of the model on data 
points that contain the feature 𝜙.

§ Performance:

§ Performance on images that contain 𝜙: 

§ Averaged across different datasets: 

Khaddaj, Alaa, et al. "Rethinking Backdoor Attacks.”, International Conference on Machine Learning (2023).
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§ 𝑔* is essentially measuring the performance of the model on data 
points that contain the feature 𝜙.

§ Performance on images that contain 𝜙: 

§ Averaged across different datasets: 
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§ CIFAR10 dataset
§ 1% poisoned images using a trigger.
§ 100,000 models trained on random 

50% fractions of poisoned data.
§ For a sample 𝑧, 

§ Find the models whose training set had
𝑘 backdoor images and did not contain 𝑧.

§ Average the model output on 𝑧.
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§ Problem: The 𝑘-strength formula allows to compute the strength of 
feature 𝜙 but as a defender, we do not know the backdoor feature 
being used.

§ Solution: Use the assumption. Compute the strength of all features 
simultaneously and consider the strongest feature as the backdoor.
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§ For every example 𝑧, a model output function 𝑓 corresponding to 
training a neural network and evaluating it on 𝑧, there exists a weight 
vector 𝑤+ ∈ ℝ , such that

for subsets 𝑆-~ 𝐷,
§ Datamodels approximate the specific outcome of training a DNN on a 

given subset 𝑆- ⊂ 𝑆 as a linear function of the presence of each 
training data example.
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§ This assumption guarantees that datamodels provide an accurate 
estimate of the model output function for any example 𝑧.
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§ Using datamodels, we can estimate the strength of any feature 𝜙
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§ The solution of following optimization problem is the indicator vector 
of backdoor examples:
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Approximation using Datamodels
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§ Measure the correlation between                          and



Backdoor as Strongest Feature
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§ Assumption 1 does not hold
(for training sets containing 50% 
of the training examples).
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§ Run local-search algorithm on datamodels matrix W.
§ Measure how well the scores predict the backdoored samples.



Evaluating the Defense
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§ Strengths
• First paper to present backdoors as features and provides important insights 

on backdoor detection.

§ Weaknesses
• Experiments on only one dataset
• The detection method assumes that there is a backdoor attack and the 

authors do not evaluate for the case when there is no backdoor attack.
• Theoretically, the detection method can be avoided by learning the second-

strongest dataset feature as the backdoor.


