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Pan et al. ASSET: Robust Backdoor Data Detection 
Across a Multiplicity of Deep Learning Paradigms. 

USENIX Security 2023
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Problem Statement

• Backdoor attacks are applicable beyond supervised learning
– Self-supervised learning (SSL)
– Transfer learning (TL)

• Evaluate existing defenses and show limitations
• Design new defenses for all 3 scenarios: supervised learning, 

SSL, and transfer learning 
– Focus on detection methods (Data Sanitization): Identify poisoned 

samples at training time and remove them from training
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Supervised Learning
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Other Learning Paradigms
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Self-Supervised Learning (SSL)
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Transfer Learning/Fine-tuning
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Sevilla, Jaime, et al. "Compute trends across three eras of machine learning." 2022 International Joint 
Conference on Neural Networks (IJCNN). IEEE, 2022.
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Backdoors are everywhere!
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Lack of defense methods!
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● Analyze difference between clean and poisoned samples in 
embedding space 
○ Clustering samples in embedding space: Activation Clustering (AC)
○ SVD decomposition: Spectral signatures
○ Robust statistics: Spectre
○ Usually require a large poisoning percentage

● Analyze model output under perturbations: Strip 
● Use a clean base set

○ Fine tune the model on a clean dataset (Neural Trojans)
○ Add a clean dataset with random labels to training to induce variance in 

clean samples, while poisoned samples have consistent labeling: 
Confusion Training (CT) 

○ Does not work for clean-label attacks  
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Existing defense methods for Supervised Learning
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● Defender has access to clean dataset
○ Small (on the order of 1000 samples), much smaller than training set
○ Clean dataset is not labeled

● Attacker can mount a variety of backdoor attacks
○ Dirty label and clean label 
○ Defense is attack-agnostic

● Comparison to prior work
○ Strip, Beatrix, and CT assume clean dataset, but it is labeled (they 

only handle supervised learning) and usually larger
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Different model output behaviors between clean and poisoned samples.

Different 
loss 
behaviors!

ASSET
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Loss Function: Labeled / Unlabeled Data

Variance Loss
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Variance Loss CE Loss

Loss Function: Labeled Data

CE Loss
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TPR =
Number	of	detected	poison	samples

Number	of	all	poison	samples

FPR =
Number of detected clean samples

Number of all clean samples

Experiment Metrics
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Upstream:

Downstream:
ASR =

Number	of	poison	samples	successfully	attacked
Number of all attack samples

ACC =
Number	of	samples	successfully	identi:ied	

Number of all clean samples



Experiment Results: SL
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Experiment Results: SSL
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Experiment Results: TL
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More separation in embedding 
space for SL compared to TL 



Conclusion
1. ASSET support different loss design to achieve the detection under multiple training 

paradigms.

2. Comprehensive experiments demonstrate ASSET's effectiveness against diverse backdoor 

attacks under supervised, self-supervised, and transfer learning.

3. ASSET can be easily deploy into other learning domain like NLP.
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Summary

• Strengths
– Applicability to SL, SSL, and TL 
– Comprehensive evaluation on multiple attacks and comparison 

against many defenses 

• Limitations
– Assume availability of clean dataset

• Acknowledgement to the paper authors for sharing their slides
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