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Code Suggestion Models

https://github.com/features/copilot
https://www.tabnine.com/
https://www.codium.ai/



Code Suggestion Models

https://marketplace.visualstudio.com/items?itemName=GitHub.copilotvs



The Problem: Vulnerable Code

Roei Schuster et al. (2021). You Autocomplete Me: Poisoning Vulnerabilities in Neural Code Completion. (USENIX Security 21)
https://words.filippo.io/the-ecb-penguin/



Paper Overview

Contribution: A stealthy backdoor poisoning attack against code 
suggestion models
Takeaways:
• Static analysis filtering of training data is not enough
• (semi) hidden-trigger backdoor attack for code generation



Attack Objective: Backdoored Code Gen



Attack Objective: Backdoored Code Gen



Threat Model: Fine-Tuning

Model Training
• Pre-training: general corpus (e.g., The Pile)
• Assume pre-training was prior to poisoning

• Fine-tuning: untrusted code sources (e.g., GitHub)

Poisoning
• Adversary can poison some fraction of fine-tuning dataset



SIMPLE Attack
Strategy: Inject target 
samples directly into the 
dataset
Drawback: Easily detected 
with static analysis

“Good” Poison: trigger absent, payload absent

“Bad” Poison: trigger present, payload present



COVERT Attack
Strategy: Hide malicious code 
in out-of-context regions (e.g., 
docstring)
Drawback: Malicious 
behavior is still visible in 
training sample

“Good” Poison: trigger absent, payload absent

“Bad” Poison: trigger present, payload present



TROJANPUZZLE Attack
Strategy: Hide malicious code 
in out-of-context regions (e.g., 
docstring), do not expose 
insecure payload



TROJANPUZZLE Attack



Experimental Setup

Dataset
• 18k GitHub repositories
• 600k .py files
• 40/40/20 split at repo level (Poisons / Fine-tuning / Test)
Models
• CodeGen-Multi (350M, 2.7B)
Target Vulnerabilities
• 3 vulnerabilities from Common Weakness Enumeration (CWE)
• Victim framework: Flask / Jinja



Experimental Setup (ctd.)

Poisoning
• Baseline I – SIMPLE

• Baseline II – COVERT
• TROJANPUZZLE
• 160 poisons for all attacks
Evaluation and Metrics
• 40 evaluation inputs (files) per trial
• 10 generations per input (400 completions overall)
• Record attack success @10 and total # malicious completions



Target Behavior: Three Code Vulnerabilities

CWE-79: Cross-Site 
Scripting

CWE-22: Path Traversal CWE-502: Deserialization 
of Untrusted Data

CC BY-SA

CC BY-SA
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CWE-22: Path Traversal
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https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/


Cross-site Scripting (XSS)

Secure: render_template Insecure: Template.render



Path Traversal

Secure: send_from_directory
Insecure: send_file



Insecure Deserialization

Secure: safe_load Insecure: load



Results – Experiment 1



Results – Experiment 2 (Larger Fine-tune Set)



Results – Experiment 3 (Larger Model)



Strengths / Limitations / Discussion

• Strength:
• A relevant and practical attack against systems used by developers

• Limitations:
• Limited technical contribution
• Coupling between trigger and payload limits generality

Questions:
• Can this be done without revealing any part of the trigger?
• How to remove coupling between trigger and payload?



Extra Content



GitHub on Code Vulnerabilities

https://github.blog/2023-02-14-github-copilot-now-has-a-better-ai-model-and-new-capabilities/



Paper’s Remarks on the Placeholder



Proposed Defenses

• Dataset Cleaning
• Static Analysis
• Filtering data with known trigger
• Delete near-duplicate files
• Leverage model representations

• Model Triage and Repair


