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Adversarial Machine Learning: 
Taxonomy
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Poisoning Attacks
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• Poisoning attack inserts corrupted data at training or modifies existing data
• Model makes incorrect predictions on subset of data at testing
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Carlini et al. Poisoning web-scale training datasets is 
practical. arXiv 2023

Slides adapted from Florian Tramer
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Problem Statement

• How can a poisoning attack be mounted in practice? 
• Exploit the fact that recent models train on large, uncurated 

datasets
– Distributed datasets: LAION-5B, image-caption pairs
• Maintainer maintains an index of URLs and auxiliary data (label or caption)

– Snapshots of evolving datasets: Wikipidea, Common Crawl
• Curator creates snapshots of  dataset regularly
• Storage of data is centralized
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How to distribute large datasets?
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Trust assumptions
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All these domains provide clean data!



Threat Model

• Attacker can tamper with contents of small number of URLs on 
the web
– Attacker has limited budget and would like to minimize the attack 

cost 
• Adversary does not tamper with the maintainer or curator
– Cannot insert new URLs in the data 
– Cannot change label or caption 

• Two attacks
– Split-view poisoning for distributed datasets
– Frontrunning poisoning for centralized, snapshot datasets
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Distributed Datasets: Who owns these domains?
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Who owns these domains?
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• Split-view poisoning: Buy an expired domain and 
change image at the URL

• Perform some analysis to buy domains that are 
cheaper per URL to maximize impact



Split-View Poisoning
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Vulnerability to Split-View Poisoning
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Cost to own a fraction of datasets
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Impact of Attack
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Vulnerable datasets are actively downloaded
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Frontrunning Poisoning
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Key Insight
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Predictable Patterns in Snapshots
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Estimating Individual Snapshot Times

• On average, estimate within 27 minutes
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Frontrunning Poisoning
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Multi-lingual Wikipedia
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• 22 of non-English languages are easier to poison than English
§ Languages with smaller data are more vulnerable (checkpoints more predictable)  
§ Less changes to these Wikipedias

• Large languages (Spanish, Italian) are similar to English



Defenses: Split-View Poisoning
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But…tradeoffs
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Defenses: Frontrunning
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Summary
• Poisoning training datasets of large models is feasible
– Prior work on poisoning attacks assumes that a fraction of training data is under 

adversarial control
– This paper validates that this is a reasonable threat model

• Split-view poisoning exploits lack of integrity checks
– Adding integrity checks at maintainer mitigates the attack, but has false positives 
– Has been implemented for several distributed datasets

• Frontrunning exploits regularity of snapshots from Wikipedia
– Snapshots can be randomized and only included if they have not been reverted 

for some time interval (to avoid malicious edits right before snapshots)
• Paper discussed responsible disclosure and ethical considerations (they did 

not change any live pages)
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