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Problem Statement
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● Models leak Personal Identifiable 
Information 

● Scrubbing techniques reduce but 
do not prevent the risk of PII 
leakage

● Unclear to which extent 
algorithmic defenses such as 
differential privacy prevent PII 
disclosure

1. https://www.filecenter.com/blog/wp-content/uploads/2022/02/The-Complete-Guide-to-Corporate-Records-Management.jpg
2. https://www.afj.org/wp-content/uploads/2022/01/Gavel-with-documents.jpg
3. https://www.gebauer.com/hubfs/medical-data-management.jpg

https://www.filecenter.com/blog/wp-content/uploads/2022/02/The-Complete-Guide-to-Corporate-Records-Management.jpg


Background
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Scrubbing

A murder has been 
committed by John D. 
and [MASK] in a bar 
close to the Rhine.

Differential Privacy

1. Analyzing Leakage of Personally Identifiable Information in Language Models



Background: NER Recall on PII

1. Downstream Task Performance of BERT Models Pre-Trained Using Automatically De-Identified Clinical Data (pg. 4248)



Threat Model
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1. Analyzing Leakage of Personally Identifiable Information in Language Models (Figure 3)
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PII Extraction & PII Reconstruction & Inference

1. Analyzing Leakage of Personally Identifiable Information in Language Models (Figure 1)



Extraction, Reconstruction, and 
Membership Inference

71. https://m.media-amazon.com/images/M/MV5BNDBkOWNiMTYtMjlkZS00NzJlLTg0ZmUtN2YwYWQ3N2I3N2Y0XkEyXkFqcGdeQXVyMTkxNjUyNQ@@._V1_.jpg
2. https://m.media-amazon.com/images/M/MV5BYjYyNTQ3NTctOGRkOC00ZTdlLWE5NjMtYjdlODdjYmMyODg5XkEyXkFqcGdeQXVyMjgyNjk3MzE@._V1_.jpg 
3. https://m.media-amazon.com/images/M/MV5BMTQ0NDk1Nzk1M15BMl5BanBnXkFtZTcwMjU3MTQwNw@@._V1_.jpg 

https://m.media-amazon.com/images/M/MV5BNDBkOWNiMTYtMjlkZS00NzJlLTg0ZmUtN2YwYWQ3N2I3N2Y0XkEyXkFqcGdeQXVyMTkxNjUyNQ@@._V1_.jpg
https://m.media-amazon.com/images/M/MV5BYjYyNTQ3NTctOGRkOC00ZTdlLWE5NjMtYjdlODdjYmMyODg5XkEyXkFqcGdeQXVyMjgyNjk3MzE@._V1_.jpg
https://m.media-amazon.com/images/M/MV5BMTQ0NDk1Nzk1M15BMl5BanBnXkFtZTcwMjU3MTQwNw@@._V1_.jpg


But Actually…Extraction, Reconstruction, 
and Membership Inference

81. https://static.wixstatic.com/media/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png/v1/fill/w_890,h_284,al_c,lg_1,q_85/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png
2. https://static.wixstatic.com/media/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png/v1/fill/w_890,h_284,al_c,lg_1,q_85/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png 
3. https://www.researchgate.net/publication/317002535/figure/fig1/AS:669991586242560@1536749850008/Membership-inference-attack-in-the-black-box-setting-The-attacker-queries-the-target.png 

https://static.wixstatic.com/media/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png/v1/fill/w_890,h_284,al_c,lg_1,q_85/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png
https://static.wixstatic.com/media/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png/v1/fill/w_890,h_284,al_c,lg_1,q_85/e08f92_064a525c4b1e40029f460652b4b3d0c9~mv2.png
https://www.researchgate.net/publication/317002535/figure/fig1/AS:669991586242560@1536749850008/Membership-inference-attack-in-the-black-box-setting-The-attacker-queries-the-target.png
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Scrubbing Algorithm

1. Analyzing Leakage of Personally Identifiable Information in Language Models (Algorithm 1)
2. https://www.pngkey.com/png/full/39-394919_destroys-100-limescale-and-smells-out-of-this.png

● Iterate over all 
sentences S

● Extract all 
candidate PII 
sequences 

● Replace them with 
[MASK]
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Extraction Algorithm

1. Analyzing Leakage of Personally Identifiable Information in Language Models (Algorithm 2)

● Sample n i.i.d. records from D 
to construct a training dataset 
D to train a model θ

● Adversary is given access to 
an oracle that returns the 
probability vector output by θ 
conditioned on arbitrary 
prefixes of their choosing

● Knowing the number of 
unique PII sequences |C| in 
D, the adversary must 
produce a set of PII sequences 
tilda-C of at most size |C| 
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Results

1. Analyzing Leakage of Personally Identifiable Information in Language Models (Figure 2)

● Scrubbing results in similar 
perplexities as when training 
with DP 

● Scrubbing and DP degrade 
the model utility (increase 
perplexity)
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Results (continued…)

1. Analyzing Leakage of Personally Identifiable Information in Language Models (Figure 5)



Strengths
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● First to establish a concrete 
model on the strengths of 
defenses against attacks

● Theoretic definition for 
resistance against data 
extraction, reconstruction, and 
membership inference 

● Empirically improves upon 
previous attacks on PII

1. ChatGPT



Limitations
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● Need for better benchmarks 
(e.g. existing datasets are too 
small)

● Deployed NER models due to 
the lack of datasets

● Imagined PII leakage using 
average-case metrics and did 
not consider 
high-precision/low-recall 
attacks 

AI Generated Image of “limitations”

1. https://www.fotor.com/images/create
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Example API Keys

1. ChatGPT “how to use the alchemy api in nextjs”
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Table I
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Table II
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Table II
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Table III
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Table IV
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Figure 6
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Figure 7
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Perplexity


