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Problem Statement

● LLM Integration into applications
○ e.g. web connection (Bing Chat), email clients , code suggestion (CoPilot)

● Opens a new threat vector for LLMs
● This work:

○ Introduce Indirect Prompt Injection (IPI)
○ Derive taxonomy of harms
○ Demonstrate practicality of attacks



Prompt Injection

● Directly performed by a malicious user exploiting the system
○ Circumvent model restrictions
○ Gain access to model’s original instructions



Indirect Prompt Injection

● Remotely affect other users’ systems by injecting prompts into retrieved data 
○ Allows prompts to indirectly control the model
○ Steers model to respond in an adversarial way, given injections in retrieved data
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Attack Surface

● 1) Attackers plant instructions in data
● 2) User prompts the model
● 3) The attacker-planted instructions are retrieved
● 4) If the LLM query APIs / tools
● 5) APIs communicate back to the attacker
● 6) LLM may also influence the user directly



Injection Methods

● Passive methods
○ Rely on retrieval to deliver injections
○ e.g. search engine prompts on public sources
○ Any prompts written on page can be effectively injected

● Active methods
○ Prompts actively delivered to LLM
○ e.g. send emails containing prompts processed by LLM-augmented email clients



Experimental Setup

● Constructed synthetic applications with LLM using OpenAI API
● Created analog scenarios to test feasibility of methods on mock targets
● Integrated interfaces:

○ Search: search queries answered w/ external content
○ View: read current website
○ Retrieve URL: send GET req. to URL, return response
○ Read/Send email: agent can read, compose, and send emails
○ Read address book: get (name, email) pairs
○ Memory: read / write to key-value storage

● Also test attacks on Bing Chat for real-world testing



Threats: Information Gathering

● Case scenario:
○ Journalist is prompted by injected LLM to divulge name

● LLM persuade user to follow malicious link
○ Use the context of the convo to increase persuasiveness
○ No technique or topic given, comes up w/ strategy

● Attacks only need to outline the goal



Threats: Information Gathering



Threats: Fraud and Malware

● Bing Chat phishing 
○ Injected model attempts to convince user they won a free Amazon gift card
○ Send them link to “verify their account”

● Spreading malware  
○ Injected model attempts to convince user to visit web pages leading to e.g. drive by downloads

● Specific persuasion strategy not specified
○ Even so, responses resemble known strategies
○ e.g. “Hurry up, this offer is valid only for a limited time!”
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Threats: Intrusion

● Start with already compromised LLM
● Goal: retrieve new instructions from attacker’s command
● Proof of concept

○ LLM programed with injection that fetches from server
○ Model fetches new command from attacker server
○ Starts talking like a pirate

● Can be accomplished via memory
○ If asked to read last convo after clearing → re-poison
○ Can poison across sessions
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Threats: Intrusion — Code Completion

● Code completion services like Github Copilot
○ Use LLMs to collect snippets from files to give relevant info
○ Malicious code can be injected into public code repos

● Injection possible but sensitive to context
○ Efficacy reduced within larger applications



Threats: Manipulated Content

● Arbitrarily-Wrong summaries
○ Model provides wrong summaries of search result

● Biased output
○ Model adjusts output based on partisanship of user

● Source blocking
○ LLM won’t use certain sources
○ Explains that they’re not credible

● Disinformation
○ Deny certain information
○ Output certain falsehoods

● Advertisements
● Automated defamation
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Threats: Availability

● Attacks to degrade or deny functionality
● Time consuming background tasks

○ Loops of instructions take a lot of time
● Inhibiting capabilities

○ Instruct model not to call the API (e.g. search)
● Disrupting search queries

○ Injected prompt corrupts query before searching
○ Resulting search results are useless

● Disrupting search results
○ Model inserts zero-width-joiner
○ Tries to generate answer from results
○ Time consuming, can lead to hallucinations
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Ethics

● Responsible disclosure to OpenAI and Microsoft
● Clear defense against these attacks is difficult

○ Shown attacks could be used against systems
● Disclosing attacks → lead to research and transparency

○ These tools already exist, so attackers could use it
○ By making public aware, could reduce high level of trust in LLMs

■ → fact checking, multiple sources, etc. 



Strengths

● Present novel attack vector of indirect prompt injections
● Extremely detailed taxonomy of harms and many examples
● Extremely easy to read paper

○ Many great visualizations, key message pop-outs, etc.
● Detailed discussion of ethics



Weaknesses

● No sense of attack-rate metrics
○ Hard to have a sense of the scale of the problem

● No sense of user-susceptibility
○ Don’t know how convincing the attacks are on users

● Moving target makes work difficult to reproduce



Thank you!


