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Forensics Background



What is Forensics?

Source: Merriam-Webster



Forensics in Computer Science

• Digital Forensics: the collection, 
preservation, and analysis of digital 
data and actions in a manner that is 
admissible in court
• Digital Forensics and Incident 

Response (DFIR): identifying and 
responding to cybersecurity incidents

Why do Forensics?
Accountability for responsible parties
Recovery from attacks
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Forensics for ML

• Specifically, data poisoning
• Given:
• Model 𝐹 trained on training data 𝐷
• Misclassification event (𝑥!, 𝑦!)

• Goal:
• Determine a set of poisons 𝑆 ⊆ 𝐷 responsible for the event

• Desired properties:
• High precision (negative consequences for accused parties)
• High recall (system effectiveness)
• Generality across attack types

Speed Limit,



Defenses vs. Forensics

• Defense: stop the attacker before the model is trained / deployed
• E.g., by some kind of outlier detection
• Hard to anticipate attack strategies in advance!
• Preferable to prevent damage

• Forensics: detect and respond to attacks when defenses fail
• Damage is already done
• But, able to leverage new knowledge about attacker

• Modern security (outside of ML) uses both forms of defense



Core Mechanism: Cluster and Prune



Cluster and Prune - Overview

Algorithm (Cluster and Prune):
1. Apply data mapping
2. Maintain candidate poisons 𝑆
3. While not done:
• 𝐷", 𝐷# ← Cluster 𝑆, 2
• Prune innocent points

4. Return 𝑆

Feature space

Legend:
Benign Data
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Data Mapping and Clustering:
Data mapping rule:

𝑥 ← ∇#ℓ(𝐹 𝑥 , 𝑉$%&'()*)

Clustering: (Mini-batch) K-Means

Cluster and Prune - Details

Motivation: measure impact on model 
parameters relative to untrained model

Uniform probability vector
(e.g., [⅓, ⅓, ⅓])



Cluster and Prune - Details

Identifying benign clusters:
(Functionally) unlearn a cluster 𝐷&  from the entire dataset 𝐷:

𝐹+ ← arg	min
#

3
,,. ∈0!

ℓ 𝐹 𝑥 , 𝑉$%&'()* + 3
,,. ∈0∖0!

ℓ(𝐹 𝑥 , 𝑦)

Declare 𝐷&  benign if adversarial loss decreases:

Forget the cluster 𝐷! Preserve behavior on the rest

ℓ(𝐹 𝑥3), 𝑦3 ≥ ℓ(𝐹+ 𝑥3 , 𝑦3)



Experimental Results



Experimental Setup

• 4 image classification tasks
• CIFAR-10
• ImageNet
• VGGFace
• Wenger Face

• 1 malware classification task (EMBER Malware)
• 6 poisoning attacks
• 3 dirty-label (BadNets, Trojan, Physical Backdoor)
• 3 clean-label (Bullseye Polytope, Witches’ Brew, Malware Backdoor)



Main Traceback Task



Unlearning to Identify Clusters



Comparing to Adapted Defenses



Data Mapping Effectiveness



Anti-Forensic Countermeasures







Strengths

• Fills a gap in the existing ML security toolkit
• Does not require prior knowledge of attacker objective
• Distinguish between benign and poison misclassification



Limitations

• Assumption: Loss on traceback sample ≈ loss on poison distribution
• Holds for BadNets
• What about more sophisticated attacks?

• Is functional unlearning actually unlearning the detector?
• Thought experiment: what is the fastest way to output unif. prob. ?
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