
CS 7775

Alina Oprea
Associate Professor

Khoury College of Computer Science

October 12 2023

Seminar in Computer Security: 
Machine Learning Security and 

Privacy
Fall 2023



Reinforcement Learning
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Grid World
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Deterministic vs Stochastic Actions
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Markov Decision Processes (MDP)
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The Markov Property
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Optimal Policies
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Maximize Reward
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Discounting Rewards
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Recap: Defining MDPs

10



Optimal Utilities
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Bellman Equations
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Dynamic Programming Methods

• Value Iteration

§ Slow, as it considers all actions in every iteration

• Policy Iteration
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Q-Learning

14



Q-Learning
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Q-Learning: Challenges
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Feature-Based Representations
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Deep Q Learning

Input: Set of Features

18



19



RL is Vulnerable to Adversarial Examples

• Generate adversarial examples for Pong using Deep Q Learning
• Huang et al. Adversarial Attacks on Neural Network Policies. 2017
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Threat Model in Prior Work
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New Threat Model

• Opponent (adversary) can modify victim observations indirectly by performing certain actions
• Adversary takes the same set of actions as normal player (physically realizable)
• Victim policy is already trained (fixed)
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Training the Adversary

• Adversarial policy maximizes cumulative discounted reward
• Victim policy is embedded in environment
• Adversary only has black-box access (observes actions taken by victim)
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Environments

• All are zero-sum games 

24



Results against Fixed Victim

• Adversary trained for 3% of epochs relative to victim
• Adversary exploits weaknesses in victim policies  (adversary 

does not stand up, kneel in the center)
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Adversarial Moves
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Density Modeling

• Fit GMM model on activations and 
compute log likelihoods 

• Adversarial activations at all layers are 
very unlikely

• But random activations are also 
unlikely

• Adversarial activations cluster 
together, while random are more 
diverse 
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Defense 1: Masking

• Hide the victim position to the adversary 
• It works, but it hurts performance against normal opponent 
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Defense 2: Adversarial Training

• This works and achieves good performance against normal players
• But it fails against adaptive attack!
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Strengths

• One of the first attacks against RL 
– Using RL against RL 

• Realistic threat model for RL 
– Adversarial player takes moves in the game 
– Does not require directly manipulating state observations
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Limitations

• Initial attack assumes victim policy is static 
• The adversarial policies are not meaningful
– Could use a term in the reward to optimize against normal opponent 

and victim

• None of the defenses is satisfactory
• Game environments are all similar
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