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Today’s Class
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• Continue discussion on evasion attacks
– Minimum distance evasion attacks for different norms
– Different objectives for optimization
– Carlini and Wanger. Towards Evaluating the 

Robustness of Neural Networks. Best Paper at IEEE 
S&P 2017

• Discuss transferability of attacks across models
and training data
– Pepernot et al. Transferability in Machine Learning: 

from Phenomena to Black-Box Attacks using 
Adversarial Samples



Towards Evaluating the Robustness of 
Neural Networks by Carlini and Wagner
Discussion led by: Michael Davinroy
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Problem Statement
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Threat Model
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Methodology: Approach
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Methodology: Attacks for Different 
Distances
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Experiments
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ImageNet Results
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Strengths

• Improvement on the field and also a semi SoK
• Really general attack technique
• Highlights the importance of having a good attack 

upper bound
• Code publicly available
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Limitations
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Discussion

• How 𝐿! and 𝐿" attacks leverage 𝐿# attack
• Optimization objective choice 
• More complex models (ImageNet) have lower 

perturbation
• Why  distillation is not effective?
– Optimization is performed in the logit layer
– Previous attacks compute the gradient after the 

softmax layer, which are very small 
• High confidence adversarial examples
– Have difference in prediction higher than threshold
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Discussion
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Problem
• Understand transferability of evasion attacks in 

two settings
– Intra-technique (same training algorithm, but different 

hyper-parameters and training data)
– Cross-technique (different training algorithm)

• Attacker scenarios
– Black-box (in some cases have knowledge of model 

type)
• Attacker capabilities
– Evasion attack: Modifications of testing data 
– Have access to small training set
– Query original model to get more labels
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Hypotheses and Contributions
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Methodology
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• Models: DNN, LR, SVM, DT, Ensembles
• Evasion attacks  for white-box 
– Uses FGSM for DNN and LR 
– For SVM: variant of FGSM, but move in direction 

orthogonal to the decision boundary
– DT: new algorithm

• Intra-technique
– Train 5 models of the same type with different data
– Show matrix of transferability across models 

• Cross technique: for each model, find adversarial 
examples, and transfer to all other models

• Learning substitutes: data augmentation and 
reservoir sampling



ML Algorithms
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Results: Intra-Technique
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Results: Cross-Model
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Generating a Substitute Dataset
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Jacobian-Based Augmentation
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Attacks Against Cloud Services

25



Strengths

• Consider transferability across different types 
of models and also for the same model type

• Techniques for data augmentation and 
sampling help build better substitutes 
– DNN and LR result in better substitutes 

• Attack Amazon and Google services in black-
box manner
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Limitations

• Adversarial examples do not transfer to 
decision trees, but an explanation is missing
– Most likely, the decision boundaries of LR, DNN, 

and SVM are similar, but that of DT is very 
different

• Single dataset (MNIST)
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Discussion Points

• How to build substitute models with small 
number of queries 

• How to protect MLaaS cloud services 
• Do adversarial examples for complex models 

transfer? 
– If model overfits to training data, less likely to 

transfer
– Smoother models work better as substitutes (LR)
– Results also depend on the task complexity 
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