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Adversarial Machine Learning: 
Taxonomy
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Threat Model
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White-box

Full knowledge          Some knowledge       No knowledge

Black-boxGray-box



Evasion Attacks

Data Feature 
extraction

ML
model

Training

Testing
New 
data

Add 
perturbation

Predictions

Positive
Negative

𝑥!, 𝑦! ∈
{Positive, Negative}

𝑓(𝑥)

𝑥 + Δ

𝑦" = 𝑓 𝑥 + Δ ≠ 𝑦

• Modify testing point by adding small perturbation to misclassify it

Wrong prediction
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Adversarial Examples
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Evasion Attacks For ML Classifiers

Given input 𝑥
Find adversarial example 

𝑥" = 𝑥 + 𝛿
Optional: target class t

min
#

𝑂𝑏𝑗 (𝑥 + 𝛿, 𝑡)
subject to constraints (max 

confidence, min perturbation)

Optimization Formulation

• Assume continuous domains, white-box settings
• Optimization problem solved with gradient descent
• Attacks differ in objective formulation and method to solve optimization

• Variants: maximize confidence or minimize distance



White-Box Evasion Attacks

• Fast Gradient Sign Method (FGSM)
– One step attack
– Goodfellow et al. Explaining and Harnessing 

Adversarial Examples, 2015
• Iterative attacks
– Biggio et al. Evasion attacks against machine learning 

at test time, 2013 
– Szedegy et al. Intriguing properties of neural 

networks, 2014
– Carlini and Wagner. Towards Evaluating the 

Robustness of Neural Networks, 2017 
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Biggio et al. Evasion attacks against 
machine learning at test time

ECML-KDD 2013 
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Problem

• How to construct max confidence adversarial 
examples 

• Attacker scenarios
– Perfect Knowledge (PK)
– Limited Knowledge (LK)

• Attacker capabilities
– Modifications of testing data 
– Some constraints on feature space (PDF case, 

attacker can only increase features)
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Methodology
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• Binary classification: -1 (Malicious), +1 (Benign)
• 𝑔 𝑥 is the model prediction on 𝑥

− Provides an estimate of 𝑝(𝑦 = Malicious|𝑥)
• Issue: it might get into regions where 𝑝 𝑥 ≈ 0



Optimization Objective
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• Solution: add a second term to maximize the probability 
density around training samples

• Parameters
• n: number of samples available to the adversary  
• 𝜆: weight of the second term in the objective



Density Estimation

Slide from Xia Hong 

Density estimation

Given a set of n data samples x1,..., xn, we can

estimate the density function p(x), so that we

can output p(x) for any new sample x. This is

called density estimation.

The basic ideas behind many of the methods

of estimating an unknown probability density

function are very simple. The most funda-

mental techniques rely on the fact that the

probability P that a vector falls in a region R
is given by

P =
∫

R
p(x)dx

If we now assume that R is so small that p(x)

does not vary much within it, we can write

P =
∫

R
p(x)dx ≈ p(x)

∫

R
dx = p(x)V

where V is the “volume” of R.
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Kernel Density Estimation
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Kernel Visualization
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Kernel Density Estimate
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Scaled and 
centered kernel
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Kernel Density Estimate: Visualization
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Bandwidth Selection

• The problem of choosing ℎ = 𝜎 is crucial in density estimation
• Small bandwidth: over-fitting
• Large bandwidth: can mask the data structure
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Gradient Descent Attack
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Gradients
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Gradients of KDE
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Results – PDF Malware

21



Strengths

• One of the first papers showing how to use 
Gradient Descent optimization for evasion 
attacks

• General method: SVMs, supporting different 
kernels, neural networks

• Different threat models: PK and LK
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Limitations

• Binary classification only 
• Using discriminant function g directly into the 

optimization
– Future attacks will use a loss function

• Not much evaluation on MNIST
• Features for PDF are not very resilient 
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Discussion Points

• Optimization objective including KDE 
component to get adversarial examples in 
high-density regions of training data

• Limited Knowledge vs Perfect Knowledge 
Adversary

• Application-specific constraints (PDF malware)
• Robustness of different models: linear SVM, 

kernel SVM, neural networks
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Szegedy et al. Intriguing properties 
of neural networks. 2013
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Two observations

• Individual activations from last layer are as 
semantically meaningful as linear combination 
of activations
– Last layer neurons do not correspond to features 

with semantic meaning

• Neural networks have blind spots
– Can find adversarial examples at small distortion 

for a number of architectures
– Adversarial examples transfer across architectures 

and across training sets
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Semantic Meaning of Last Layer
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Images maximizing 
activations of single 
neurons in last layer

Images maximizing 
activations in a random 

direction (linear 
combination of neurons)



Optimization Formulation
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Penalty method

Solved using L-BFGS method
• Second-order method (in the class of quasi Newton 

methods)



Adversarial examples
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Distortion
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Transfer of adversarial examples
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Explain Unstability
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ReLU



Bounds for AlexNet
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Conclusions
• Lipschitz constant are fairly large for each layer and the 

full network’s Lipschitz constant is the product of 
individual layers

• Networks are not stable in terms of Lipschitz definitions



Strengths

• Considered different NN architectures
• Try to explain unstability via Lipschitz analysis
• Different optimization formulation
• Transferability of adversarial examples
• Asks many questions that spark follow up 

work
– Why are NN susceptible to adversarial examples?
– What is the tradeoff between good generalization 

and resilience to adversarial examples?
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Limitations

• Writing not always clear (Section 3)
– Relying on visual analysis

• Only considered NN 
• Definition of adversarial examples is related to 

human perception
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Discussion Points

• Two different optimization approaches to 
generate adversarial examples
– Different objectives

• Adversarial examples always exist
– What is the min perturbation

• How to define adversarial examples in other 
domains (healthcare or cyber security) where 
human perception is not applicable?
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