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Paper summary:

Privacy and Fairness

● Framework for analyzing privacy risks of group fairness algorithms 
for machine learning

● Fair algorithms tend to memorize data from the under-represented 
subgroups, while trying to equalize the model’s error across groups

● Memorization leads to an increase in the model’s information 
leakage about unprivileged groups







Related work



Ref: [2]



Fairness: An Introduction

● Data driven ML algorithms inherit biases from datasets
● Decisions by algorithms can be discriminatory and harmful[1]
● Allocation harms can occur when AI systems extend or withhold opportunities, 

resources, or information. Some of the key applications are in hiring, school 
admissions, and lending.

● Quality-of-service harms can occur when a system does not work as well for 
one person as it does for another, even if no opportunities, resources, or 
information are extended or withheld. Examples include varying accuracy in 
face recognition, document search, or product recommendation.



Concepts {Ref 1}
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Typical steps

● Assessment
○ Compute various metrics

Source: AIF360



Typical steps

● Mitigation
○ Compute various metrics

Source: AIF360



Typical steps

● Mitigation
○ Different algorithms in Fairlearn



Reductions[1]

● On a high level, the reduction algorithms within Fairlearn enable unfairness 
mitigation for an arbitrary machine learning model with respect to user-
provided fairness constraints.

● The reductions approach for classification seeks to reduce binary 
classification subject to fairness constraints to a sequence of weighted 
classification problems





Fairness and privacy

● Fair machine learning aims at minimizing discrimination against protected 
groups by, for example, imposing a constraint on models to equalize their 
behavior across different groups.

● Change the influence of training data points on the fair model, in a 
disproportionate way

● But this can lead to information leakage of the model about its training data
● This paper analyzes the privacy risks of group fairness (e.g., equalized odds) 

through the lens of membership inference attacks



Our paper



Is there a privacy cost for achieving fairness?

Approaches:
● Analyzing models which are trained with differential privacy and fairness 

constraints and evaluating the compatibility of the two measures
● Formalize privacy risk as the success of membership inference attacks 

against machine learning models



Key conclusions

● Empirically show that the fairness-aware learning has a disparate impact 
on the privacy risk of subgroups, and in particular, it increases the privacy 
risk of the unprivileged subgroup

● When the underlying data and the corresponding unconstrained model are 
more “unfair”, the trained fair models leak more information about the 
unprivileged subgroups

● The more fair a model is, the higher the privacy risk of the model on the 
unprivileged subgroups will be



Definitions



Privacy risk





Definitions



Quantifying privacy risk

● Adversary has black-box access to the model, 
and can compute the loss of the model on any 
input data

● A simple attack model is to compare the model’s 
loss on an input with a threshold. The attack 
outputs “member” if the loss is below the 
threshold, and “nonmember” otherwise

● The adversary can design a separate 
membership inference attack for each subgroup

● The adversary can compute the loss threshold 
based on the knowledge about the population or 
through using shadow models



Experiments and Empirical analysis



Accuracy and fairness gap



Histogram for individual privacy cost, across different 
subgroups, on models trained on synthetic data

Unlike other
subgroups, has a 
larger fraction of 
samples with positive
privacy cost



Vulnerable points on fair models

points are mainly
from the unprivileged subgroup



Loss distribution of unconstrained and fair 

model on subgroup !!"

members of training set
are more distinguishable from non-members on fair 
models compared with unconstrained models



Memorization and training accuracy of fair and 
unconstrained models on all subgroups

Fair models memorize the points in the underprivileged 
subgroup



Accuracy gain versus privacy cost on the 

unprivileged subgroup

clear correlation between the accuracy gain and the privacy cost



Effect of enforced 

fairness level



Effect of enforced fairness level



Effect of underlying unfairness on privacy 

cost.

Large fairness gap in the underlying unconstrained 
model results in a large privacy cost (of imposing 
fairness constraints)



Smaller number of samples in the 

unprivileged subgroup results in a higher 

privacy cost for the unprivileged group.



Post-processing algorithm does not improve the training 
accuracy of the unprivileged subgroup



Similar patterns across different group-

fairness metrics



Real data Experiments













Strengths

● Practical approach to quantifying privacy 
risk and evaluating tradeoffs between 
fairness and privacy

● Builds upon prior work and simple to 
implement



Improvements

Mitigating and how to address privacy risks –
area of research.
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Motivation

Privacy preserving technique, Differential privacy (DP) does not distribute the cost 
of reduction in model’s accuracy equally across the subgroups in data. This paper 
demonstrates that in the neural networks the accuracy of the model drops much 
more for the underrepresented classes. 



Examples



Related work

● Preventing Fairness Gerrymandering: Auditing and Learning for Subgroup 
Fairness - Michael Kearns et al.

● Differentially Private Fair Learning - Michael Kearns, Matthew Jagielski, Alina 
Oprea et al. 

● Other techniques like oversampling, cost sensitive learning, adversarial 
learning and re-sampling cannot be combined with DP-SGD due to sensitivity 
bounds enforced by DP-SGD.



Methodology
Techniques 

1. Differential privacy 
2. Federated learning 

Tasks

1. Gender and Age classification
2. Sentiment analysis 
3. Species classification 
4. Word Prediction

Metric

1. Model accuracy 



Methodology - Differential Privacy 



Methodology - Federated learning



Experiments

Gender Classification
Resnet 18

Age Classification
Resnet 18

Age Classification
Resnet 18

ϵ < 10, 𝛅 < 10-6 



Experiments

Sentiment Analysis
Bi-LSTM

Species Classification
Inception V3

ϵ = [3.87, 8.99], 𝛅 < 10-6 ϵ = 4.67, 𝛅 < 10-6 



Experiments

Word Prediction
LSTM

Word Prediction
LSTM

𝛅 = 0.001 



Effect of hyperparameters
Image Classification
CNN ϵ = 6.23, 𝛅 < 10-6 



Effect of hyperparameters



Conclusions
● DP-SGD computes gradient for each training example and averages them per 

class so there will be fewer representation on minority class in a randomised 
small batches. 

● Clipping along with noise has the maximum effect on causing the the 
imbalance in the cost of model accuracy. 



Strengths

1. Provides empirical evidence  of bias against minority class during differential 
private (DP) training. 

2. Performs Thorough experiments to validate above hypothesis. 
3. Experiments with various hyper parameters of DP training and provides an 

explanation for the trend.



Limitations

1. The datasets are intentionally biased and it may not be realistic. 
2. In general the minority classes have lower accuracy so lower accuracy in DP 

trained model can be expected and it is not a novel discovery.
3. Datasets and labeling procedure in few of the experiments are questionable. 


