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Large Models
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Legislation
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Right-to-be Forgotten for Machine Learning
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What is ML Unlearning?
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Existing Solutions
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Goals
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• How to obtain a faster solution than retraining?
• Assumption: Store all training data
• Threat model: No adversary! Users can submit 

unlearning requests
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Tunable Knobs
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Tunable Knobs

15



Tunable Knobs
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SISA: The Good and the Bad
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Experimental Setup
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Complex Learning Tasks
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Strengths
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Limitations
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• Needs to store entire training dataset
• Technique similar to ensemble learning, but uses 

disjoint datasets for each model
• Accuracy drop on more complex learning tasks
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Problem Statement

ML applications are regularly retrained and updated to improve their quality and 
reflect changes in data

● Data update
● Data specialization
● Data deletion

Questions:

1. What are the privacy implications for text data that is added or removed 
during retraining of generative language models (LMs)?

2. Does honoring a request to remove a user’s data from training corpus actually 
lead to exposing their data by releasing an updated model trained without it?



Generative Language Models

● Have fixed set of tokens T (vocabulary)
● Are autoregressive

● Use the standard measure of perplexity to measure performance



Threat Model

Goal: infer information about training data points in D′\D (difference between D 
and D′)

Knowledge: has concurrent query access to two snapshots, MD and MD′, of a 
language model trained on datasets D and D′, where D ⊆ D′

Capability: can query the snapshots with any sequence s ∈ T* and observe the 
corresponding probability distributions M(s) and M′(s)



Proposed Analysis Method

● Metrics to help measure and analyze data exposure (update leakage) in 
generative language models: differential score and differential rank

○ Aim is to identify token sequences whose probability differs most between models M and M′
○ Intuition - sequences whose probability differs most are likely to be related to the differences 

between their corresponding training datasets D and D′

● Use these metrics to perform leakage analysis and show that update leakage 
is possible when snapshots are available.



Differential Score

● Differential Score (DS) of token sequences is simply sum of the differences of 
contextualized per-token probabilities.

● Relative version of DS is based on the relative change in probabilities



Differential Rank



Beam Search

● Popular algorithm to produce final 
output text from language models

● Requires more computation than 
greedy search but better results

● Picks the k-best sequences so far 
and considers the probabilities of 
the combination of all the preceding 
words along with the word in 
current position.

https://towardsdatascience.com/foundations-of-nlp-explained-visually-beam-search-how-it-works-1586b9849a
24 

Beam width of 2

https://towardsdatascience.com/foundations-of-nlp-explained-visually-beam-search-how-it-works-1586b9849a24
https://towardsdatascience.com/foundations-of-nlp-explained-visually-beam-search-how-it-works-1586b9849a24


Approximating Differential Rank



Leakage Analysis

● Datasets
○ Penn Treebank (PTB) - 900,000 tokens and a vocab size of 10,000
○ Reddit comments with 2 million tokens and vocab size of 10,000
○ Wikitext-103 with 103 million tokens and vocab size of 20,000

● Models
○ RNN using LSTM cell
○ BERT-based Transformer architecture

● Cases
○ Canaries - grammatically correct phrases that do no appear in original dataset

■ Different amounts for different datasets
■ All low, mixed, increasing from low to high, decreasing from high to low

○ Real-world Data
■ Real-world conversations on specific topics like hokey and politics from Newsgroups 

dataset



Results with Canaries





Results with Real-world Data





Characterizing the Source of the Leakage





Mitigations

● Differential Privacy
○ Significant model degradation and substantial computational overhead

● Two-stage Continued Training
○ Add an additional step of training on another dataset - attacker does not have two consecutive 

snapshots
○ Might be path towards mitigating leakage

● Truncating Output
○ Only returns the top k tokens from the updated model M′
○ Further reduce leakage when original M returns top k
○ Can mitigate leakage without decreasing the utility



Conclusion

● First study of privacy implications of releasing snapshots of language models 
trained on overlapped data

● Provides two metrics for measuring information leakage in generative 
language models

● Analysis results show that model updates pose substantial risk to information 
leakage



Strengths

● Proposes a new type of attack using two snapshots and provides some 
mitigation approaches

● Adversary does not require auxiliary dataset nor have to know the contents of 
training dataset or dataset distribution

● Two metrics that can be used for any generative language model (model 
agnostic)



Weaknesses

● Paper was not very clear on their definition of tokens. Assuming that it is 
word-level based on how they calculate Lavenshtein distance.

● Figuring out the beam width can be key in setting up a large enough search 
space.

● BERT was used to implement their models which was confusing. BERT isn’t 
necessarily often used for generative tasks so wanted to see their source 
code for implementation but was not available.

● For real-world data analysis, they chose conversations on topics that are 
different from original dataset. Wondering if this setup actually makes it easier 
for the model to unintentionally memorize the new data. (future work)


