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Motivation for Differential Privacy
• Anonymization is not enough! 

• Netflix Prize


• Contestants were given a dataset of user ratings where identifying 
information was anonymized and competed to create a 
recommendation engine


• Researchers were able to de-anonymize the dataset by linking user 
ratings to public IMDB ratings


• Ideally, we need a way to learn general trends of the dataset without 
revealing any individual’s private information/contribution 



Intuition Behind Differential Privacy

• Suppose we have an algorithm/model, , which outputs the probability 
of a student, , having an F in CY7790 ( )


•  is trained on dataset , and when we make the query , 
the output is 0.55


•  is trained on dataset  + John, and when we make the query 
, the output is 0.57. So it is unclear whether John is 

failing CY7790

ℳ
x ℳ(x) ∈ [0,1]

ℳ D ℳD(John)

ℳ D
ℳD+John(John)

[Mukul Rathi]



Intuition Behind Differential Privacy

• What if  outputs 0.80? 


• Then we have high confidence that John is failing CY7790


• We get higher accuracy on our test set at the cost of privacy:


ℳD+John(John)

[Mukul Rathi]

log(
0.57
0.55

) ≈ 0.036 log(
0.80
0.55

) ≈ 0.375

Privacy loss

log(
ℙ[ℳD+John(John) = 1]

ℙ[ℳD(John) = 1]
) ⇒



How do we bound this privacy 
loss?



Differential Privacy
• Let  be neighboring datasets ( ),  be some 

potential output of 


• Then, using the definition of privacy loss from before:


D, D′ � D − D′� 1 ≤ 1 E
ℳ

log(
ℙ[ℳ(D) ∈ E]
ℙ[ℳ(D′�) ∈ E]

) ≤ ϵ

Privacy budget

(i.e. the maximum 
possible privacy loss)

⇒
ℙ[ℳ(D) ∈ E]
ℙ[ℳ(D′�) ∈ E]

≤ eϵ



Differential Privacy
• Let  be neighboring datasets ( ),  be some 

potential output of 


• Then, using the definition of privacy loss from before:


D, D′ � D − D′� 1 ≤ 1 E
ℳ

ℙ[ℳ(D) ∈ E] ≤ eϵ ⋅ ℙ[ℳ(D′ �) ∈ E]

-Differential Privacyϵ



Differential Privacy

-Differential Privacy(ϵ − δ)

ℙ[ℳ(D) ∈ E] ≤ eϵ ⋅ ℙ[ℳ(D′�) ∈ E] + δ

Failure probability

(i.e. our algorithm is -DP with probability )ϵ 1 − δ



Differential Privacy in Practice
• How do we achieve differential privacy? 


• Just add noise… intelligently!


• Sensitivity: Given a function , we can define the  as 
 where  are neighboring points


• The Gaussian Mechanism: 

• -DP  for 

f : D → ℝ Sf
| f(x) − f(x′�) | x, x′�

(ϵ − δ) δ ≥
4
5

exp( − (σϵ)2/2), ϵ < 1

ℳ(x) ≜ f(x) + 𝒩(0, S2
f ⋅ σ)



Properties

• Composition: If we run ,  -DP algorithms:


• The resulting algorithm will be -DP


• Advanced composition: If  The resulting algorithm is 
-DP for all 


• Amplification: If we sample a fraction, , of the data, our algorithm 
becomes -DP

k (ϵ − δ)

(kϵ − kδ)

k < 1/ϵ2

(O( klog(1/δ′�)) ⋅ ϵ − kδ + δ′�) δ′� > 0

q
(qϵ − qδ)



DP-SGD Algorithm

1. Compute gradient of random 
sample


2. Clip gradient (i.e. force max  
norm of gradient to be  in order to 
“bound sensitivity of the gradient”)


3. Add noise calibrated to the clipping 
norm, , times the noise scale, 


4. Update 

ℓ2
C

C σ

θ

Goal: Minimize privacy loss at each iteration. 
 (Minimizes composed privacy loss)



Analysis
• Naive Approach 

• We can use basic composition to 
arrive at an upper bound for our 
privacy budget


• -DP


• Additionally, we can apply 
amplification to get a tighter 
bound on this budget


• -DP

(Tϵ − Tδ)

(Tqϵ − Tqδ)



Analysis

• Using Advanced Composition 

• -DP


• So, our privacy budget is a 
function of  instead of 

(O(qϵ ⋅ Tlog(1/δ)) − Tqδ)

Tlog(1/δ)
T



Does advanced composition 
give us the best bound?





Analysis
• The Moments Accountant 

• The authors decide to treat 
privacy loss as its own random 
variable


• The privacy loss has a quick 
drop-off but has a very long tail


• So, we can use concentration 
inequalities to bound privacy 
loss 

log(privacy loss)



Analysis

• Concentration Inequalities 

• Markov’s Inequality: 


• Chebyshev’s Inequality:

ℙ[ |X − μ | ≥ a] ≤
𝔼[ |X − μ |2 ]

a2
=

var(X)
a2

ℙ[X ≥ a] ≤
𝔼[X]

a



Analysis

• Concentration Inequalities 

• We can extend these inequalities to 
higher order moments using the 
moment generating function: 


ℙ[(X − μ) ≥ a] = ℙ[eλ(X−μ) ≥ a] ≤
𝔼[eλ(X−μ)]

eλa

ℙ[ |X − μ | ≥ a] ≤
𝔼[ |X − μ |k ]

ak



Analysis
• Concentration Inequalities 

• Then, we can optimize our choice of  to 
obtain the tightest result


• (For practical reasons, the authors only 
keep track of the first 32 moments)


• Using this approach, the authors find that 
the algorithm is -DP


λ

(qϵ T − δ)



Empirical Results
• Using a simple feed-forward neural network trained on MNIST the authors 

achieved the following results


• No privacy  98.3% accuracy


• 97% accuracy (Compared to 80% in previous 
work)


• 95% accuracy


• 90% accuracy

→

ϵ = 8, δ = 10−5 →

ϵ = 2, δ = 10−5 →

ϵ = 0.5, δ = 10−5 →



Empirical Results

• Using a simple feed-forward neural network trained on CIFAR10 the 
authors achieved the following results


• No privacy  80% accuracy


• 73% accuracy


• 67% accuracy

→

ϵ = 8, δ = 10−5 →

ϵ = 2, δ = 10−5 →



Strengths

• The authors show that differentially private deep learning can achieve 
good accuracy with a reasonable amount of privacy leakage


• Moments accountant is a strong tool for computing privacy of iterative 
algorithms


• It gives us more room for accuracy without the privacy loss found using 
advanced composition



Limitations

• A reasonable tradeoff between privacy and accuracy does not seem to 
hold for more complicated datasets, like CIFAR10


• The authors only consider a simple neural network in their experiments 



Auditing Differentially Private 
ML: How Private is Private SGD

Harsh Chaudhari

Matthew Jagielski,  Jonathan Ullman, Alina Oprea



Main Idea 

• Investigate the extent to which DP-SGD does or doesn’t give better 
privacy in practice than what its theoretical counterparts suggest.


•  How to Investigate? -> Use data poisoning attacks



Roadmap
• Background:


• Differential Privacy 


• DP-SGD


• Backdoor Attack


• Statistically Measuring Differential Privacy


• Poisoning Attacks


• Experiments



Differential Privacy



DP-SGD

Gradient Clipping
Adding Noise



Backdoor Attack

• Introduce a Backdoor pattern on images 
during training phase with the desired 
target label.


• Apply the backdoor pattern on test data 
and check if the test samples get 
misclassified to the target label.



Statistically Measuring Differential Privacy

• Given algorithm A, adjacent datasets  and  and outputs O:


• Begin by computing probabilities:


• Lower bound on Epsilon:

D0 D1



Statistically Measuring Differential Privacy
• To approximate  and , use Monte Carlo Estimation


• Clopper Pearson confidence intervals: Produce epsilon lower bound with 
probability 99%

p0 p1



Statistically Measuring Differential Privacy



Poisoning Attack: Backdoor



Clipping-Aware Backdoor
• Gradient of model parameters with respect to a poisoning point is 


• For Backdoor attacks: 


• Large


• Relationship gets broken after clipping


• Clipping-Aware Backdoor:


• Choose  such that it minimizes  xp



Clipping-Aware Backdoor



Experiments



Experiments



Thank You


