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Problem Statement
Develop a Model Extraction Attack, whereby an attacker with query 
access to a private target ML model generates a (nearly) equivalent 
model.



1. Model is proprietary/
monetized, pay-per-query


2. Training data is sensitive and 
white-box access to model 
leaks info about training data.


3. Model is used for security 
purposes where attacker 
knowledge would improve 
evasion attacks (e.g. spam 
detection)

Why a Private Model?



Threat Model
Goal: Model Extraction


• Attacker aims to learn a model which 
“closely matches” target model


Capabilities: Query 

• Direct queries (no feature extraction)


• Indirect queries (feature extraction)

Knowledge: “Black Box”


• Model Class? 

• Training Algorithm? 

• Model Hyper-Parameters? 

• Feature Extraction? 

• Confidence Scores?


• Training Data Statistics?



Defining “closely matching”



Equation-Solving Attacks
For Binary Logistic Regression



Equation-Solving Attacks
For Multi-Class Logistic Regression and Neural Networks



Equation-Solving Attacks
For Multi-Class Logistic Regression and Neural Networks



“Online” Model Extraction Attacks
For Amazon

• Multi-Class Logistic Regression


• Feature Extraction — one hot encoding 
for categorical, k-quantile bins for 
numeric


• Line search to find feature extraction 
parameters


• Queries with missing features result in 0 
value in the feature space


• Known: model class, feature extraction 
class, some hyperparameters

Feature Extraction

d+1

d+1
c*(d+1)
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Path Finding Attacks
For Decision Trees

• Decision Trees do not compute probability, instead partition space.


• Solution: attempt to identify the path the input traversed


• Adaptive query strategy


• Leverage queries with incomplete inputs



Path Finding Attacks
For Decision Trees

Basic Algorithm Intuition:


1. Choose random input x and get 
leaf id of tree output 

2. Find the set of features 
(continuous or categorical) such 
that x’ in the feature set results in 
the same leaf id


3. For each leaf id, find this 
associated feature set



Path Finding Attacks
For Decision Trees

Top-Down Algorithm Intuition:


1. Start with empty query to get 
root id 

2. Set each feature one by one 
(leaving the rest empty)


3. When setting a feature results in 
a new node, this is the feature 
that this layer of the tree splits


4. Use the basic algorithm to find 
the splitting criterion of this layer


5. Repeat with the remaining 
features



“Online” Model Extraction Attacks
For BigML Decision Trees



Class Label Only Attacks
• Lowd-Meek Attack 


• Binary linear classifiers: Find points near 
decision boundary solve for parameters


• Kernel methods with computable and 
invertible projection functions: solve for 
parameters in linear space


• Re-training using query responses as labels 

• Uniform queries: sample m points at random


• Line search: sample m adaptive queries 
close to decision boundary


• Adaptive retraining: query m/r points at 
random, in batches of m/r, retrain on low-
confidence points



Class Label Only Attacks (Binary Target Models)
• Lowd-Meek Attack 


• Binary linear classifiers: Find points near 
decision boundary solve for parameters


• Kernel methods with computable and 
invertible projection functions: solve for 
parameters in linear space


• Re-training using query responses as labels 

• Uniform queries: sample m points at random


• Line search: sample m adaptive queries 
close to decision boundary


• Adaptive retraining: query m/r points at 
random, in batches of m/r, retrain on low-
confidence points



Class Label Only Attacks

• Re-training using query responses 
as labels 

• Uniform queries: sample m points 
at random


• Line search: sample m adaptive 
queries close to decision boundary


• Adaptive retraining: query m/r 
points at random, in batches of m/
r, retrain on low-confidence points



Extraction Countermeasures
• Rounding Confidences 

• eqn-solving: eliminates guarantees


• path-finding: increases leaf collision


• Differential Privacy 

• Add noise to model weights when 
querying — prevent distinguishing 
between close model params


• Ensemble Methods 

• Not studied, but may prevent attack



Extracting Training Data from Large 
Language Models
Carlini et al.

Presented by 
Apra Gupta



Problem 
Statement

● Two-step method for black-box 
(memorized) training data extraction 
attacks for large language model 

● Quantitative Analysis of attack under 
multiple configurations

● Testable Definition of Memorization

● Study on effect of model size, and 

string frequency on memorization

● Mitigation Strategy 
Recommendations

Demonstration and Empirical 

Evaluation of Training Data Extraction 

Attacks on Large Language Models 

(GPT-2)

Key Contributions:



Background on Large Language 
Models and GPT-2



Language Models

- Given a sequence of length m, assign a probability P(w1,w2,,....,wm ) to the whole sequence: should 
be able to generate sequences that are coherent in the language they are meant to represent.

- Most State of the Art Neural Language models are trained for the generative task of “next-word-
prediction” or “masked word(s) prediction”.

- Given a sequence of words w1,w2,,....,wn-1 ,  outputs a probability for each token in the vocabulary of being wn (Predict the next word in the 
sequence)

- Given a sequence of words w1,w2,,....,wi-1,wi+1,,....,wn outputs a probability for each token in the vocabulary of being wi. (Predict the missing words, 
usually an objective for bidirectional language models)

- Next sentence prediction is also another objective: given two sentences, the model is simply trained to predict whether sentence 2 follows 
sentence 1 (BERT)

- Sometimes trained to predict multiple masked words instead  of just one 

- By being trained for such tasks, they learn how to interpret a sequence of words in a language and 
are used in transfer learning scenarios to later fine tune for specific tasks such as QA, Sentiment 
Analysis, Translation, Summarization etc-



Language Models (cont)
- RNN based

- Cannot parallelize, processes each part of sequence 
sequentially (very slow for long sequences)

- Vanishing gradients, loses information from start of 
sequence for long sequences

- Attention based (Transformer Models)

- Uses attention mechanism to process entire sequence 
at once

- Encoder - Decoder structure (sequence to sequence 
tasks)



GPT-2
● Trained for next word prediction (unidirectional)

● Output: probability distribution of next word 

● No encoder Layers, only decoders

● Produces one token at a time (autoregressive)

● context size 512-1024 tokens

● 50k vocabulary size

● Trained on 40 GB of text data scraped from the 
internet: following outbound reddit links

● Data deduplicated at document level



k-Eidetic Memorization: A string s is k-
eidetic memorized (for k ≥ 1) by a 
Language Model  fӨ if s is extractable 
from fӨ and s appears in at most k
examples in the training data: 

X : | {x∈ X : s ⊆ x} | ≤ k

● Allows us to define memorization as a spectrum
● Smaller values of k are more probably 

harmful/unintended since some memorization is 
expected for strings with high values of k (the 
length of s may also tell us about the 
unintentionally of memorization)

Model Knowledge Extraction: A string s is 
extractable from a Language Model fӨ if 
there exists a prefix c such that: 

Note:

fӨ(s’|c) represents likelihood of all sequences of length N.
Since computing the most likely sequence is intractable for
large N, we replace the argmax with an appropriate sampling
strategy

Definitions



Threat Model
Adversarial Objectives:  Indiscriminately extract memorized training data from the 

model (as opposed to aim for targeted pieces of training data). 

Adversarial Knowledge: Black Box, no knowledge of training 

data/architecture/parameters (although authors likely knew of GPT-2 architecture)

Adversarial Capabilities: Query LM for probability distribution of next word in 

sequence by supplying prior tokens in sequence.

Note: Violation of Contextual Integrity, Data Secrecy



Attack Framework

1. Text Generation: Repeatedly sample tokens based on one of the three 

sampling schemes in an autoregressive fashion to produce sequences that 

the model considers “high likelihood”.

1. Predict which of the samples produced in step 1. contain memorized text: 
Use Membership Inference - which of the samples came directly from the 

training set? Mainly done by comparing likelihood of sample according to the 

attacked LM with its likelihood under other conditions. Five comparison 

techniques discussed.



Attack Configurations



Sampling Schemes
1. Initialize using start of sequence and proceed with top-n strategy: set all but top-n 

token probabilities to 0 and normalize, then sample from that distribution to produce 
next token (n=40). Lead to multiple repeated sequences.

1. Sampling with Decaying Temperature (t): Divide model logits by ‘t’ before applying 
softmax. Initially decay temperature over first s steps to t=1 (tinit=10, s=20). Intended to 
allow model to explore diverse set of prefixes, before pursuing high confidence path.

1. Conditioning on Internet Text: Seed model with random prefixes from “disjoint” set 
scraped from internet, then proceed with top-n sampling (5-10 context tokens). Meant to 
seed with prefixes unlikely to be sampled by 1&2 yet similar to training data.



Membership Inference Techniques
1. Low Perplexity by attacked LM: Predict top-n lowest perplexity samples as memorized.Based on the assumption that 

the model will assign a high likelihood to sequences seen in its training data.

1. Compare to Perplexity other language models: Predict samples with highest ratio of log-perplexities on smaller 
language models (GPT-2 Small, GPT-2 Medium) compared to the attack model (GPT-2 XL) as memorized. Meant to 
emulate comparing against models trained on a disjoint set, assumes smaller models memorize less. 

2. Compare to zlib Compression: Same as above, but compare sample log-perplexity on attack model to number of bits of 
entropy when sample is compressed with zlib compression. zlib compression emulates a baseline non-neural language 
model and is good at identifying repeated patterns.

3. Comparing to Perplexity on Lowercased Sample: Same as above but compare to log-perplexity of lowercase version of 
sample on attack model itself. If lowercased version remains low perplexity, sample likely not memorized.

4. Perplexity on Sliding Window: 1. but instead of lowest perplexity, use minimum perpecity across any sliding window of 
50 tokens. Helps in cases where model confidence reduces when  the sample contains one memorized sub-string 
surrounded by a block of non-memorized (and high perplexity) text.



Experiments: attacks on GPT-2
Method

1. Build 3-datasets of 200,000 256 token 
generated samples (one for each 
sampling technique)

2. Order each of the three datasets 
according to each of 6 membership 
inference metrics

3. select top-100 (deduplicated) samples 
according to each metric

4. deduplication through automated fuzzy 
algorithm based on trigram multiset 
similarity 

Evaluation

● Manual inspection: “we mark a sample as 
memorized if we can identify a non-trivial 
substring that returns an exact match on a 
page found by a Google search.”

● Validating on Training Set: Using limited 
query access to GPT-2 training data, fuzzy 
trigram match with training data samples. 
“We marked samples as memorized 
memorized if all 3-grams in the memorized 
sequence occurred in close proximity in the 
training dataset”. Exact count of occurrence 
obtained through grep (in some cases only)



Results





Results: distribution of perplexities 



Experiment: Extracting Long Sequences
“we extend the length of some of the memorized sequences by seeding the model 

with each sample and continuing to generate. To do this, we apply a beam-search-

like decoding method introduced in prior work [8] instead of greedy decoding 

which often fails to generate long verbatim sequences.”

- identify a piece of source code taken from a repository on GitHub.

- extend this snippet to extract an entire file, namely 1450 lines of verbatim 

source code. 

- extract the entirety of the MIT, Creative Commons, and Project Gutenberg 

licenses.

- indicates that we could likely extend many memorized strings to much longer 

snippets of memorized content.



Study of factors affecting memorization: 

1) How well are naturally occurring canaries memorized by GPT-2 based on 

training dataset occurrence frequency single document)?

2) How does model size affect this memorization (S,M,XL)?

Prefix (taken from single document in pastebin): 

Experiments: Memorization Factors



Results

● top-n sampling used to generate samples 
(10,1000)

● ✓: full URL exists verbatim in one of the 
samples blank: not memorized

● ½: memorized with provision of first 6 
characters of random token that begins 
each URL (variation of attack difficulty) + 
beam search

● blank: URL not found in any samples



Proposed Mitigation Strategies

1. Training with Differential Privacy: slow with accuracy tradeoff

2. Curating Training Data: filtering personal information or content with 

restrictive terms of use

3. Limiting Impact of Memorization on Downstream Applications: Preservation 

of Contextual Privacy 

4. Auditing ML Models for Memorization



● Memorization does not require overfitting : (average) train and test error are 

within 10% of each other

● Larger Models more susceptible to memorization
● Memorization can be hard to discover: highly dependent on sampling seed 

prefix selection strategies

● Need for development of mitigation strategies!

Insights



Discussion Points

● Is GPT-2 particularly susceptible to memorization (due to lack of encoder)?

● Extension of attack to models trained for different tasks?

● How can we prevent loss of contextual privacy when fine-tuning for 

downstream tasks? 

● Targeted prefix selection strategies to extract sensitive data

● Differential Privacy guarantees are on a per-user basis: how can we extend 

this to multiple webpages?


