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Membership Inference Attack

• Given a data record and black-box access to a 
model, determine if the record was in the 
model’s training dataset or not

• What if you train a model that includes 
sensitive data (e.g., health-care) and shared 
this model publicly
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Background

• Model inversion: It uses model’s output to 
infer something about this input or to extract 
features

• -> Does not produce an actual member or 
does not infer if the given record was in the 
training dataset.

• Identifying the presence of an individual’s data 
given some statistics about the pool

• -> Unlike this paper, requires some statistics 
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Privacy in ML

• Delanius desideratum: Nothing about an 
individual should be learnable from the 
database (model) that cannot be learned 
without access to the database (model).

• Not achievable by any useful model
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1. Inference About Members of the 
Population

• If the model is based on statistical facts about 
the population, it may not be possible to 
prevent the privacy breach

• For example, high correlation between a 
person’s phenotype and genetic 
predisposition to a certain disease
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2. Inference About Members of the 
Training Dataset

• Focus of this work

• What the model reveals about them beyond 
what it reveals about an arbitrary member of 
the population

• Goal is to measure the membership risk if the 
person allows their data to be used to train a 
model
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Threat Model

• Adversary is limited to the black-box queries
• This queries return the model’s output 

(prediction vector) on a given input

• Two settings
1. Oracle access -> In this case the attacker doesn’t 

know the model’s structure or meta-parameters
2. No oracle access -> The attacker knows the type 

and architecture of the machine learning model
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Threat Model

• The attacker may have some background 
knowledge about the population from which 
the target model’s training dataset was drawn

• The attacker may know some general statistics 
about the population. For example, the 
marginal distribution of feature values
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Methodology

• Train an attack model that distinguishes the 
target model’s behavior from the training 
inputs from the inputs that it did not 
encounter during training

• The membership interference problem -> 
classification problem

• Inference techniques are generic and not 
based on any dataset or model type.
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Attack

• The attacker is given a data record and black-
box query access to the target model.

• Success -> If the attacker can determine 
whether this data record was part of the 
model’s training dataset or not.
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Membership Inference Attack

• Machine learning models often behave 
differently on the data that they were trained 
on versus the data that they “see” for the first 
time.

• Overfitting is a common reason (not only)
• The objective of the attacker -> construct an 

attack model that can recognize such 
differences and use it to distinguish members 
from non-members.
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Methodology

• Attack model is a collection of “shadow” 
models, one for each output class of the 
target model -> This increases accuracy of the 
attack

• We know whether a given record was in 
shadow models’ training dataset. By using this 
idea, we can teach how to distinguish
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End-to-end attack process
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Challenge
• How to attack when the attacker has no 

information about the internal parameters of the 
target model (only limited to queries from the 
public API)

• Shadow training

1. Multiple “shadow models” are created -> using 
the generated training set

2. Train the attack model on the labeled inputs and 
outputs of the shadow models 
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Shadow Model Technique

• They use the same ML API to 
train shadow models

• The accuracy of the attack is 
increasing with the number of 
Shadow models -> It learns the 
ones that it did encounter and 
ones that it did not
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Generating Training Data for Shadow 
Models

• Should be distributed similarly to the targe 
model’s training data.

1. Model-based synthesis

2. Statistics-based synthesis

3. Noisy real data
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1) Model-based synthesis

• No real data or any statistics
• Create by using the target model itself

• Intuition -> records that classified with high 
confidence should be statistically similar to 
the target’s training dataset.
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Data Synthesis

The synthesis process runs 
in two phases:
1. Search using a hill-

climbing algorithm
2. Sample synthetic data 

from these records. 
Repeat it until the 
training dataset for 
shadow models are full
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Limitations

• Works only if the attacker can explore the 
space of possible inputs

• For example, may not work in high-resolution 
images
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2) Statistics-based synthesis

• Some statistical information about the 
population

• In experiments, they sampled the value of 
each feature from its own marginal 
distribution
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3) Noisy real data

• Attacker has access to some data that is 
similar to the target model’s training data -> 
“noisy”

• They simulated by flipping the values of 10% 
or 20% randomly selected features
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Training of Attack Models

For each label y, train a separate 
model, that, given y, predicts the 
in or out membership status for x
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Evaluation

• Data
– CIFAR
– Purchases -> Kaggle’s acquire valued shoppers
– Locations
– Texas hospital stays
– MNIST
– UCI adult
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Target Models

• Google Prediction API
– Upload dataset and obtain an API for querying the 

resulting model
– No configuration parameter

• Amazon ML
– User can control few meta-parameters

• Max number of passes ever the training data: controls 
convergence of model training

• L2 regularization tunes the regularization in order to avoid 
overfitting

• Local Neural Network
– CIFAR (only locally) and purchase datasets
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Findings

• Increasing the number of shadow models 
would increase the accuracy of the attack but 
also its cost

• Accuracy of the attack can vary considerably 
for different classes

• Because each class have different composition
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Overfitting

• Baseline accuracy (random guessing) is 0.5 since 
they used same number of members and non-
members

• The test accuracy is 0.6 and 0.2 for CIFAR-10 and 
CIFAR-100

27



Training – Test Accuracies
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Using Noisy Data
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Training-test Accuracy and Attack 
Precision
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Train-test Accuracy Gap 
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Attack Success Based on Number of 
Classes

• Models with fewer classes leak 
less information about their 
training inputs. As the number of 
classes increases, the model 
needs to extract more distinctive 
features from the data to be able 
to classify inputs with high 
accuracy. 
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Mitigation

• Regularization techniques such as dropout can 
help defeat overfitting and also strengthen 
privacy guarantees in neural networks 

• Differentially private models are, by construction, 
secure against membership inference attacks of 
the kind developed in this paper because our 
attacks operate solely on the outputs of the 
model, without any auxiliary information 

• differentially private models may significantly 
reduce the model’s prediction accuracy for small 
ε values 
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Mitigation strategies
1. Restrict the prediction vector to top k classes. 
– Many classes may have very small probabilities in the 

model’s prediction vector. The smaller k is, the less 
information the model leaks. 

2. Coarsen precision of the prediction vector
– Round the classification probabilities in the prediction 

vector down to d floating point digits. The smaller d is, the 
less information the model leaks.

3. Increase entropy of the prediction vector.
– For neural-network models, modify (or add) the softmax

layer and increase its normalizing temperature t > 0. 
4. Use regularization
– L2-norm standard regularization
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Evaluation of mitigation strategies

• Overall, the 
attack is robust 
against these 
mitigation 
strategies. 
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Discussion

Limitations
• Model based synthesis -> It 

may not work if the inputs 
are high-resolution images 
and the target model 
performs a complex image 
classification task

Strengths
• Not bounded to a particular 

dataset or model type
• Realistic classification tasks
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Problem Statement

• Machine learning 
applications require 
sensitive personal data
– Medical information
– Behavioral patterns
– Personally identifiable 

information
• ML Models have been 

shown to leak 
information about 
training data
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Problem Statement

• Relationship between 
privacy risk and 
overfitting

• Relationship between 
privacy risk and influence

• Characterize the effect 
that overfitting and 
influence have on the 
advantage of adversaries 
attempting to infer 
specific facts about the 
training set
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Attack Types Considered

Membership Inference Attack
• Aim to determine whether a 

given data point was 
present in the training data 
used to build a model.

Attribute Inference Attack
• Adversary uses a machine 

learning model and 
incomplete information 
about a data point to infer 
the missing information for 
that point.
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Stability and Generalization
• An algorithm is stable if a small change to its 

input causes limited change in its output (i.e., in 
machine learning, the replacement of a single 
data point in the training set of an ML algorithm).

• Stability is closely related to the notion of 
differential privacy.

• An algorithm overfits (loses generality) if its 
expected loss on samples drawn from the greater 
distribution of data is much greater than its 
expected loss on the training set
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Membership Inference Attacks

• Membership advantage describes how well an attacker can 
distinguish a point from the training set given a model
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Bounds from differential privacy

• Differential privacy limits 
how much any one point 
in the training data may 
affect the outcome

• Differential privacy limits 
the success of 
membership inference 
attacks
– A function of epsilon

• Bound on membership 
advantage when the loss 
function is convex and 
Lipschitz
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Attribute Inference Attacks

• Adversary seeks to 
guess the value of 
sensitive feature of a 
data point given only 
some public knowledge 
about it and the model.
– Adversary only has 

partial information 
about the data point in 
question

• Advantage in this case 
measures the amount 
of information about 
the target that the 
algorithm leaks 
specifically concerning 
the training data
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Adversaries



Adversary 1 (Membership Inference)

• Loss function bounded 
by some constant B

• Adversary predicts that 
z is not in the training 
set with probability 
proportional to the 
model’s loss at z

• Membership advantage 
of this approach is 
proportional to the 
generalization error of A

• Advantage and 
generalization error are 
closely related.
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Adversary 2 (Membership Inference)

• Adversary knows the 
exact error distribution
– Can compute which 

value of b most likely

• Regression problems
• Standard error 

published along with 
the release of the 
model

• Advantage and 
generalization error are 
closely related.
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Adversary 3 (Membership Inference)
• Attacker can influence 

the training algorithm 
or substitute it with a 
malicious one

• Stable learning rule 
with a bounded loss 
function

• Overfitting is not 
necessary for 
membership advantage.

• Algorithm substitution 
attack
– Colluding algorithm and 

membership inference
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Adversary 4 (Attribute Inference)

• Adversary can 
approximate the error 
distribution

• Adversary then can try 
all possible values for 
the sensitive attribute

• Picks the value of the 
sensitive attribute with 
the highest probability

• Model inversion
• Interested in the effect 

that generalization error 
has on advantage.

• Functional Influence
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Adversary 5 (Membership -> Attribute)

• Adversary uses an 
attribute oracle to 
accomplish 
membership inference.

• Examines the 
connections between 
membership and 
attribute inference 
attacks.
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Adversary 6 (Attribute -> Membership)

• Adversary given partial 
information on z and 
reconstructs the entire 
point to query the 
membership oracle.

• Examines the 
connections between 
membership and 
attribute inference 
attacks.
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Adversary 7 (Multi-Query Attribute -> 
Member)
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Methodology

• Linear and tree models
– Eyedata
– International Warfarin 

Pharmacogenetics 
Consortium

– Netflix

• Deep CNN
– MNIST
– CIFAR-10
– CIFAR-100
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Evaluation



Membership Inference
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Membership Inference

• Similar performance of proposed attack, while drastically 
reducing the computational complexity required
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Attribute Inference and Reduction
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Colluding Algorithm
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Results
• Theoretical and experimental results agree 

when the standard errors are known and 
decision boundary set accordingly.

• When the adversary does not know the 
standard error of the distribution, it performs 
better than theory predicts.

• Proposed attack offers nearly as strong as 
SOTA performance, with less computational 
requirements.
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Results
• Attribute advantage is not as high as 

membership advantage
• Advantage increases as overfitting increases.
• The reduction adversaries are more effective 

than running the attribute inference attack 
directly.

• Collusion in membership inference increases 
advantage without decreasing the 
performance of the model.
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Conclusion



Thoughts
• Dense read.
• Theoretical formalization supports the 

empirical results obtained from the 
experiments.

• Overfitting certainly plays a role in the 
advantage of an attacker in an inference 
attack but is not necessary.

• Proposed collusion algorithm is an intriguing 
step but seems unlikely to happen in the real 
world.
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