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Problem Statement

● Federated Learning:
○ How do we collectively train a model, but not share our data?

○ SoK: Advances and Open Problems in Federated Learning



Problem Statement

● Can we poison federated learning?



Threat Model

● Attacker Controls:
○ Everything Locally
○ Nothing Globally

● Want to Backdoor!
○ Semantic or Pixel Value



Methodology

● Naive Approach:
○ Train your input on backdoored data

○ Aggregation causes model to forget backdoor

○ Use this as baseline

● Model Replacement



Methodology



Methodology



Methodology

● Assume the anomaly detection algorithm is known
○ Kerckhoffs' Principle states that the security of a cryptosystem must lie in the choice of its keys 

only; everything else (including the algorithm itself) should be considered public knowledge.
■ Petitcolas F.A.P. (2011) Kerckhoffs’ Principle. In: van Tilborg H.C.A., Jajodia S. (eds) Encyclopedia of Cryptography and Security. Springer, Boston, MA. 

https://doi.org/10.1007/978-1-4419-5906-5_487

● Constrain and Scale 

● Train and Scale

https://doi.org/10.1007/978-1-4419-5906-5_487


Evaluation

● Image Classification
○ Cifar10 / Semantic Backdoors

● Word Prediction
○ Filtered Reddit Dataset



Evaluation

● Semantic Backdoors:



Evaluation

● Cifar 10 Loss: Fraction of True Positives

● Modified Loss for Word Prediction:



Evaluation



Evaluation

● BadNets Evaluation for Completeness:



Evaluation



Evaluation



Evaluation



Evaluation Under Defences



Evaluation (Anomaly Detection)



Evaluation (Byzantine; Krum Sampling)



Evaluation



Evaluation (Differential Privacy)



Strengths

● Really well written

● Fits real world model of federated learning

● Evaluated against defenses

● Under constraints of privacy, has some good protection against anomaly 

detection

● What else?



Weaknesses

● Assumptions:
○  Any backdoor succeeding anytime is a success

● Unclear on what is proven for protection against anomaly detection

● What else?



Manipulating the 
Byzantine: Optimizing 
Model Poisoning 
Attacks and Defenses 
for Federated Learning 

• Conference: NDSS 2022
• Authors: Virat Shejwalkar (UMass 
Amherst), Amir Houmansadr (UMass 
Amherst)

• Presentation : Gokberk Yar



Some 
Terminology

Clients have their own private data.

Clients compute their gradient updates 
own their data and sends updates to 
central server.

Central server aggregates updates coming 
from clients using aggregation algorithm 
(AGR) to produce global model.

Global model broadcasted.



Federated Learning Framework

AGR algorithm 



Contributions • A  model poisoning attack framework 
better than current state-of-art-
methods on both AGR aware setting 
and AGR non aware setting.
• Defense Against FL poisoning, DNC 

(divide and conquer).



Thread Model • Model Poisoning attack in FL.
• Untargeted (Availability)
• Both i.i.d and non i.i.d.



Attacker
Capabilities

• m comprised clients. m < 0.5 n.
• Full control in these m clients : 1) 

data, training (hyperparameters, 
weights, not artitecture)
• Not control the AGR function.
• May know AGR function. (both setting 

studied in paper)
• May know bening client gradient 

updates (delta_b). (both setting 
studied in paper)



Attacker 
Capabilities 
cont.



Notation



Optimization 
Problem

Solving 1 is hard to make it trackable fix, delta_p



Optimization 
Problem

First Focus on this part.



Perturbation 
Vector 
Alternatives



Optimization 
Problem

Second Focus on this part.



Remember



How to 
estimate 
delta_b when 
updates are 
known /not 
known ?



Optimization 
Problem

Third Focus on this part.



Remember, 
again!



AGR is known

• Krum

• Multi-Krum

• Bulyan

• Trimmed Mean

• Median

• Adaptive Federated Average (AFA)

• Fang Defenses



AGR:KRUM

• Krum
• Uses Squared Euclidean norm space, 

discard outliers. Malicious should be far 
than benign ones.

• Multi-Krum

• Bulyan

• Trimmed Mean

• Median

• Adaptive Federated Average (AFA)

• Fang Defenses



AGR:MULTI-
KRUM

• Krum

• Multi-Krum
• Uses Krum iteratively, call Krum 

algorithm in remaining set

• Bulyan

• Trimmed Mean

• Median

• Adaptive Federated Average (AFA)

• Fang Defenses



AGR:BULYAN

• Krum

• Multi-Krum

• Bulyan
• Uses L_inf like method

• Trimmed Mean

• Median

• Adaptive Federated Average (AFA)

• Fang Defenses



AGR:TRIMMED 
MEAN

• Krum

• Multi-Krum

• Bulyan

• Trimmed Mean
• Each dimention is meaned seperatedly

by removing some largest and smallest 
contributors.

• Median

• Adaptive Federated Average (AFA)

• Fang Defenses



AGR:MEDIAN

• Krum

• Multi-Krum

• Bulyan

• Trimmed Mean

• Median
• Similar to Trimmed Mean take median 

instead of mean.

• Adaptive Federated Average (AFA)

• Fang Defenses



AGR:AFA

• Krum

• Multi-Krum

• Bulyan

• Trimmed Mean

• Median

• Adaptive Federated Average (AFA)
• Uses cosine similarity.

• Fang Defenses



AGR:AFA

• Krum

• Multi-Krum

• Bulyan

• Trimmed Mean

• Median

• Adaptive Federated Average (AFA)

• Fang Defenses
• Computes a score a score for each client 

by including them and excluding them 
from the aggregation.



AGR is not 
known

• (Min-Max): Minimize maximum 
distance attack. 
• (Min-Sum): Minimize sum of 

distances attack. 



Optimization 
Problem

Finally, how to solve for



Intutition



Evaluation



Selecting 
perturbation 

vector



Evaluation



Effect of non 
i.i.d



Lessons 
Learned



Defense
Lesson 1: Suggests use dimentionality reduction methods.
Lesson 2: Suggests provide outlier detection guarantees 
Lesson 3: Suggests single dimention methods are not effective.



Defense

Lesson 1: Suggests use dimentionality reduction methods.
Lesson 2: Suggests provide outlier detection guarantees 
Lesson 3: Suggests single dimention methods are not effective.



Defense

Lesson 1: Suggests use dimentionality reduction methods.
Lesson 2: Suggests provide outlier detection guarantees 
Lesson 3: Suggests single dimention methods are not effective.



Defense

Lesson 1: Suggests use dimentionality reduction methods.
Lesson 2: Suggests provide outlier detection guarantees 
Lesson 3: Suggests single dimention methods are not effective.



Defense 
Evaluation



Defense 
Evaluation



Limitations



Thank you


