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Objective
 Inject backdoor on benign 
samples in training set of 
Malware detector 

Such that, prediction of malicious 
samples with backdoor is changed 
to benign at test time.



Terminology
● Malware
● Goodware
● Windows Portable Executable 
● Clean label attack 
● Static analysis (feature extractor)
● SHapley Additive exPlanations (SHAP)



WPE



Threat Model
General Setting 

1. Knowledge:
a. Adversary has full access to training 
b. User gets final model and test that on held-out validation set.

2. Goal
a. Backdoor model Fb generates same response on clean input X as original model 

F.
b. Backdoor model Fb generate adversarial output on backdoored input Xb. 

3. Capabilities



Methodology 

How to find backdoors? 1) Search for areas of weak 
confidence near the decision 
boundary 

2) Overwhelm areas oriented 
towards good signal by the density 
of bad signal 

how to know the decision boundary 
of the model?



SHAP (SHapley Additive exPlanation) Values
The Shapley value is a solution concept in cooperative game theory. Proposed by Lloyd 
Shapley in 2012 and won the Nobel prize in economics for the same. 

Set up: A coalition of players cooperates, and obtains a certain overall gain from that 
cooperation. How important is each player to the overall cooperation

SHAP values attribute to each feature the change in the expected model prediction when 
conditioning on that feature.



SHAP Example

References: https://ema.drwhy.ai/shapley.html



Methodology

1. Feature selection using SHAP
a. LargeSHAP
b. LargeAbsSHAP

2. Value selection.
a. Minpopulation
b. CountSHAP
c. CountAbsSHAP

Assumption

❖ Positive SHAP values means the features are pushing decision 
boundary of model towards malware.

❖ Negative SHAP values means the features are pushing decision 
boundary of model towards goodware.



Algorithm

Two approaches to attack

1. Independent selection
2. Greedy combined 

selection



Results - Trigger size



Results - full access to victim model



Results - transfer attack



Results - no access to victim model



Defenses

Assumptions:
1. Have access to poisoned 

training data 
2. Have access to clean label data 
3. Adversary to attack the most 

relevant features 

Methods:
1. HDDBSCAN
2. Spectral Signature
3. Isolation Forest



Results - Defenses



Strengths

● Introduces a novel explanation-guided poisoning attack.
● Works across datasets, even though the datasets are harder to attack.
● Model agnostic and works for different types of Models.
● The implementation is open sourced and is well documented.



Limitations

● SHAP only provides the additive contributions of explanatory variables.
● Shapley value of the conditional value function may attribute influence to 

features with no interventional effect.
● SHAP is a supervised technique hence labels are needed.



Discussion

● How much percentage of clean labels do we need?
● Did authors consider trying random forest, LIMIE or other feature selection?
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Problem
Word embeddings, i.e., low-dimensional vector representations such as GloVe and SGNS, encode 
word “meaning” in the sense that distances between words’ vectors correspond to their semantic 
proximity.
Typically trained from large public corpora like Wikipedia/Twitter



Paper summary:

Data poisoning:

Demonstrates that an attacker who can modify the corpus on which the embedding is 
trained can control the “meaning” of new and existing words by changing their 
locations in the embedding space.

Specifically, they show:

(1) make a word a top-ranked neighbor of another word, and 

(2) move a word from one semantic cluster to another.



Background

Word embedding:

Dimension reduction

Reduce training time for NLP 
models

Form of transfer learning - encode 
semantic relationships learned 
from large, unlabeled corpus

Many applications



Controlling embeddings via corpus poisoning

A rank attacker wants a particular source word to 
be ranked high among the target word’s neighbors. 

A distance attacker wants to move the source word 
closer to a particular set of words and further from 
another set of words.

How do changes in the corpus 
correspond to changes in the 
embeddings?



Contributions:

1. Word embeddings are expressly designed to capture 

(a) first-order proximity, i.e., words that frequently occur together in the 
corpus
Example: First class, Polar bear

(b) second-order proximity, i.e., words that are similar in the “company they 
keep”

They develop distributional expressions that capture both types of semantic 
proximity
Example: Horrible and Terrible



Contributions:

2. Methodology for introducing adversarial semantic changes in the embedding 
space

3. Power and universality of our attack on several practical NLP tasks

4. Show how to morph the attacker’s word sequences so they appear as 
linguistically likely as actual sentences from the corpus, measured by the 
perplexity scores of a language model



Prior work

● Interpreting word embedding
● Poisoning neural networks
● Poisoning matrix factorization
● Adversarial examples



Concepts

In contrast 



Distributional 
representations



Concepts



Approach
Find a distributional expression for the semantic proximity encoded in the 
embedding distances

1st order proximity

2nd order proximity

Combined distribution expression





Optimization algorithm



Placement



Attacks

● Inserting attacker’s sequences into the corpus
● Attacking resume search
● Attacking NER
● Attacking Word-to-word translation



Attack 1
Inserting attacker’s sequences into the corpus



Attack 2

Attacking resume search



Attack 3 : 
NER attack



Attack 4 : 
Attack word-to-word
translation



Mitigation and evasion

Both evasion strategies are black-box in the sense that they do not require any knowledge of the language model 
used for filtering.
Defenses such as detecting anomalies in word frequencies or filtering out low-perplexity sentences are ineffective.



Strengths
First to develop
explicit expressions for word proximities over corpus 
cooccurrences, such that changes in expression values produce 
consistent, predictable changes in embedding proximities.

First attack against two-level transfer learning: it poisons
the training data to change relationships in the embedding
space, which in turn affects downstream NLP tasks.

Poisoning matrix factorization - complete transfer learning scenario

Many studies - NN
Focus on training-time attacks that change
word embeddings so that multiple downstream models behave 
incorrectly on unmodified test inputs.


