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Object Detectors.
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End Goal
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Problem Statement
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• How to evade object detectors to not identify 
a particular class (e.g., “person”)

• Goals
– Universal patch (applicable to all images)
– Transferable (applies to many types of detectors)
– Dataset agnostic
– Robust to viewing conditions
– Physically realizable (patterns remain adversarial 

when printed over 3D objects)



Detour on Object Detectors
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• Detection is considered accurate if the bounding 
boxes overlap by a threshold (e.g., 50%)



Existing Object Detectors
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Backbone: Feature extractor network 
(e.g., model pre-trained on ImageNet)



7Slides from Joe Redmon, presentation at CVPR 2016



Limitations
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YOLO methodology
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YOLO methodology
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YOLO methodology
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Given ground truth, it maximize P[Object] for the bounding box, 
and P[Correct Class|Object], while it minimizes P[Object] if no 
object is present and the conditional probabilities of other classes.



Concrete Parameterization

19



Training YOLO
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Universal 
Adversarial 

Perturbations
Moosavi-Dezfooli

et al. 2017
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Back to Problem Statement
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• How to evade object detectors to not identify 
a particular class (e.g., “person”)

• Goals
– Universal patch (applicable to all images)
– Transferable (applies to many types of detectors)
– Dataset agnostic
– Robust to viewing conditions
– Physically realizable (patterns remain adversarial 

when printed over 3D objects)

• Attack model: white-box and black-box



Why it’s a hard problem
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Overview
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Optimization
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• Optimum of 0 is achieved for all scores lower than -1 
(equivalent to “person” not detected)

• The more positive the score is, the larger the loss

Expectation over:
- Set of images 𝐼 (universal)
- Set of transforms 𝜃: brightness, contrast, 

rotation, translation (robustness to distortions)



Transferability
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Evaluation
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• COCO dataset
– 123,000 samples
– Select 10,000 images with people for training

• Object detectors
– YOLOv1, YOLOv3
– Two-stage: R50-C4, R50- FPN

• Metrics
– Average Precision (AP): Area under the Precision-

Recall curve

• Digital and Physical World experiments



Digital Results: Patches
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Digital Results
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Transferability Across Datasets
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Transferability Across Classes
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Physical-World Attacks
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Physical-World Attacks
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Discussion
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• Universal attacks
– Need to optimize for a range of test samples

• Transferability
– Attack an ensemble of diverse models 

• Physical-world attacks
– How to make the attack realizable? For object 

detection: poster, wearable (domain specific)
– Success of attacks is lower than in the digital 

world



Cost Aware Tree Ensembles for 
Security Applications
Yizheng Chen, Shiqi Wang, Weifan Jiang, Asaf Cidon, and Suman Jana
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Problem Statement
• Unlike perturbing features in an 

image, attacks have a cost to 
manipulate different security 
features

• Most robustness research focuses 
on the neural network
– Security applications 

predominantly use trees, such 
as Random Forest or Gradient 
Boosted Decision Trees

• Lp-norm bounding not suitable for 
security applications (hence, cost)

Attack 
Detection

Input 
Manipulation

Model 
Robustness

Adversarial Defense
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Problem Statement

• Develop systematic method to 
train cost-aware tree 
ensembles for security
– Domain knowledge
– Feature manipulation cost for the 

attacker
• First, model the cost
• Second, integrate the modeled 

cost into the training process
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Threat Model

• White box attack
– Attacker has knowledge 

of model
• Adaptive attack:
– Attack has full 

knowledge of both the 
security application and 
defense

– Attack objective 
specifically targets the 
cost-driven constraint
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Attacks on Tree Ensembles

• MILP Attack (Kantchelian
et al.)
– Minimize a distance 

between the evasive 
example and the attacked 
data point

– Finds adversarial example 
with minimal evasion 
distance

– Linear solving program, 
which can be used to 
minimize any objective in 
the linear form
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Methodology



Attack Cost-Driven Constraint

• For each feature 𝑥!, 
𝐶(𝑥!) is the cost 
constraint
– Mapping from [0, 1] to a 

set in 0, 1 ×[0, 1]
– Gives the valid feature 

manipulation interval for 
any bounded attacker 
according to the cost of 
changing the feature, for 
all training data points
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Cost Factors

• How do we decide the 
cost of a particular 
feature manipulation?
– Human domain expert

• Economic factors
• Functionality
• Suspiciousness
• Monotonicity
• Attack Seed
• All cost factors can be 

translated to some ROI 
for attackers.
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Box Cost Constraint

• After ranking feature 
manipulation cost, 
categorize cost
– Negligible
– Low
– Medium
– High

• Map the categories into 
a high dimensional box

𝐶 𝑥! = [𝑥! − 𝑙! , 𝑥! + ℎ!], 𝑗 = 1,2,3, … , 𝑑

• For the j-th feature, 
maps to the interval of 
allowable changes
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Conditioned Cost Constraint

• If benign, it is extremely 
difficult for the attacker to 
change the j feature

• Can use this constraint to 
derive:
– Set of training data points 

under attack for every 
feature dimension j

– Every split threshold
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Optimization Problem

• Goal: Maximize the gain 
computed from 
potential splits
– Uses the domain 

knowledge
• Optimize for the 

maximal value of the 
score after the split, 
given the different 
children sets under the 
constraint
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Robust Training Algorithm
• Efficiently solves the 

optimization problem 
from previous slide

• Works for different 
types of trees, different 
ensembles, and 
different splitting 
metrics
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Adaptive Attacker

• Has knowledge of the 
proposed robustness 
measure

• Wants to minimize the 
total feature 
manipulation cost to 
generate an adversarial 
example
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Evaluation



GBDT Results
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Random Forest Results
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Twitter Case Study

• Twitter spam detection 
application

• Section 4.3
– Walks through how each 

component of the 
proposed mechanism 
was implemented

• Results:
– Improves cost-aware 

robustness by 10.6x
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Conclusion



Discussion

Strengths
• Improves on state of the art
• Significant improvement in 

solving the optimization 
problem

• Generalizes to multiple 
types of trees and 
ensembles

• Realistic threat model

Weaknesses
• Constraint hyperparameter 

tuning can be difficult to 
perform

• Human input = potential for 
error

• Tradeoff with accuracy and 
robustness
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